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Abstract:

The digitization of content has revealed a
vulnerability in the preservation of digital
content, known as link-rot, where links stop
working. This results in disrupting the flow
of accessing digital content and undermines
the credibility of websites. This report
provides a decentralized solution to mitigate
link-rot.

For this project, a Chrome extension was
developed utilizing suitable technologies
such as React, Valtio, Plasmo and
Typescript. These technologies enable the
Chrome extension to provide users with the
ability to upload the content of a webpage
directly onto the IPFS network, ensuring
the preservation of the information without
relying on centralized systems.

The design section describes the flow of the
different interfaces in the Chrome extension
as well as the core functionalities such as
the ability to download and upload pages.
Thereafter the implementation highlights
the flow of the functions as well as the key
recursive algorithm that traverses the DOM
to download external sources. Moreover,
manual- and unit tests are done to ensure
the solution works as intended.

Finally, the limitations and further
improvements of the application are

discussed, followed by a conclusion.
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This project is developed with the help of multiple tools. This includes Typst as a
collaborative Latex editor, as well as Git & Github for version controlling the solution. Visual
Studio Code is used as the code editor of choice and Exalcidraw/Figma has been used for
graphical interpretations. Additionally, generative Al has been utilized for brainstorming and
grammatic feedback
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1 Introduction

The transition to the digital age has fundamentally reshaped how knowledge is preserved,
moving away from traditional paper-based methods toward digital formats. This shift has sig-
nificantly enhanced the accessibility of information, facilitating it across the internet. However,
this reliance on digital platforms for storing information has exposed a critical vulnerability
known as link-rot [1].

Link-rot is a phenomenon where links throughout the internet stop working, effectively creating
dead ends in the digital landscape. The degradation of links threatens the integrity of digitalized
content and information sharing. The importance of addressing link-rot cannot be overlooked,
as it directly impacts the accessibility of digital content, hindering the flow of knowledge in the
digital realm [1].

Unlike the durable nature of paper-based references used in the past, digital information, and
references are inherently more fragile and vulnerable. As such, safeguarding against link-rot has
become an urgent priority in preserving the integrity and accessibility of digitalized knowledge.
If this issue is not addressed, it could undermine the foundations of digital information exchange
and jeopardizing the longevity of our collective digital heritage [1].

The report aims to provide a solution to the initial challenge of link-rot, with a focus on creating
a solution that ensures the possible longevity of digital content. Through the problem analysis,
an in-depth understanding of link-rot and its implications is achieved. Moreover, to develop
a solution, the report examines the current solutions and the different system architectures
such as centralized-, decentralized-, and distributed systems to evaluate their strengths and
weaknesses. The current solutions such as Perma.cc, Wayback Machine, Archive Box, etc are
all predominantly centralized. Furthermore, the main difference in the system architecture
lies in the fact, that centralized solutions depend on a single entity, which poses risks, while
decentralized solutions offer resilience and more control for the user. The knowledge of link-rot
is used to develop a Chrome Extension, which will save content from a webpage and upload
it onto the IPFS network. Thereafter, tests are done to ensure the solution works as intended.
The solution will then be discussed, to look at the limitations and challenges encountered by
the solution as well as improvements to implement. Finally, the report draws to a close with a
conclusion by reflecting on how the solution fulfills the problem statement.



2 Problem Analysis

This problem analysis will look at the multifaceted nature of link-rot, its effects, and the current
solutions available addressing the issue. To highlight the impact of link-rot multiple studies
will be included, showing statistics of how link-rot impacts digital content over time. To better
understand the current solutions, the internet structure and different system architectures will
be explained before diving into the current solutions available. This knowledge is fundamental
to understand the rest of the report, as it is a recurring topic throughout the report.

2.1 The Structure of the Internet

The internet is a system architecture that is used for communication between computer networks
around the world. This huge “network of networks” has revolutionized communication and is one
of the underpinnings of today’s society [2]. In short, the internet does not contain information
but serves as the infrastructure that enables information sharing [3], [4].

On top of this internet infrastructure lies the World Wide Web (WWW), often simply called
“the web”. The web is a system on top of the internet that organizes information into user-
friendly websites. To communicate between machines on the web, protocols such as HTTP
and HTTPS are used. Hypertext Transfer Protocol (HTTP) is the original protocol for web
communication and transmits data un-encrypted, making it vulnerable to eavesdropping [5]. A
more secure version of HTTP is Hypertext Transfer Protocol Secure (HTTPS), which encrypts
the data sent between the servers and the browsers [6].

When a user navigates to a website, they are presented with a webpage that displays information
like text, images, videos, and, importantly, hyperlinks (often called “links”) [7]. A link is an
element on a webpage that directs a user to another webpage or resource. They can act like
bridges between webpages, allowing users to seamlessly navigate from one webpage to another.
Clicking on a link instructs the computer to retrieve and display a different webpage, essentially
following a new “road” within the internet network [8].

A link connects to a webpage using a combination of a domain name and a specific path
within the website structure to connect a user to the correct content. A domain name such as
google.com acts as a human-friendly way to navigate the web, instead of having to use complex
numerical IP addresses (e.g. 192.0.2.2) [9], [10]. Humans access information through domain
names, whereas web browsers use Internet Protocol (IP) addresses. The conversion from domain
name to IP addresses happens through the Domain Name System (DNS) [11]. Structurally, a
domain looks like it is depicted in Figure 1. It is typically read from right to left and consists
of (see Figure 1):
e Top Level Domain (TLD): This tells users the general purpose of the service behind the
domain name (e.g., .com, .org, .edu).
e Labels: A domain name can have multiple labels, such as “www” or “subdomain” preceding
the main domain name (e.g., mail.google.com) [10].

developer.mozilla.org
L IR . AN )

label 2 label 1 TLD
Figure 1: Example of a domain name.

Now that the general structure of the internet structure is established, the next section will
section will delve into what link-rot is, and what its implications are.



2.2 Link-rot

Link-rot or link “decay” is a phenomenon that defines the deterioration of links over time to the
point of the link becoming non-functional or “dying” [1]. The phenomenon arises due to many
factors and involves various aspects of web architecture, content management, and technological
advancement [12].

One of the fundamental reasons for link-rot is the ever-changing nature of web content. Websites
undergo various updates, redesigns, or closures, leading to changes or removal of existing content
[13]. With these changes, link-rot occurs when the referenced link is not updated accordingly
and still refers to the old webpage causing the link to become obsolete [13]. This process
is particularly prevalent when websites undergo significant structural changes that make the
originally linked content inaccessible.

Web developers usually implement HT'TP status code 301 to mitigate link-rot, which means
a permanent redirect [13], instead of simply deleting a webpage or moving it without proper
redirection. This is done to inform users and search engines that the link has moved to a new
location and helps maintain the integrity of the web. It ensures that links pointing to the old
location are automatically redirected to the updated content, preventing the occurrence of link-
rot over time. Returning to link-rot vulnerabilities, the connection between websites and domain
names introduces another layer of vulnerability. When the assigned domain name expires, all
the links associated will become non-functional and can break the link between the URL and
the associated content, resulting in link-rot [13].

Link-rot can be categorized into the following categories.

e Dropped: Cases when the linked-to webpage no longer exists, either because it was deleted
or the website shut down

e Link removed: When the webpage is still there but the specific link has been removed.
This could be due to website updates, content changes, or a deliberate decision to remove
the link.

e Crawl error: Occasionally, search engine crawlers face challenges while trying to access a
webpage, leading to crawling errors. If these issues are not resolved, they can contribute to
link-rot over time.

e 301/302: The original link has been rerouted to another page. If the redirection is improperly
configured or directs to a non-existent page, it results in link-rot.

e Not found: This category encompasses situations where the linked webpage cannot be
located, often triggering a 404 error page. Such occurrences may arise when a webpage is
relocated or deleted without implementing a proper redirection.

¢ Not canonical and Noindex: These scenarios involve deliberate actions to prevent search
engine indexing of the linked page. This can be achieved either by implementing “noindex”
tags or by specifying an alternative “canonical” version of the webpage [14].

Figure 2 illustrates the distribution of the most prevalent causes of link degradation. The
primary cause, accounting for 47.7% of instances, is links being dropped, indicating that the
URLs initially included in the articles are no longer accessible or functional. Following closely
behind, at 34.2%, is the removal of links, suggesting that the content to which the URLs pointed
has been deleted or relocated. Whereas the categories, such as crawl error, not found, not
canonical, noindex, and broken redirect, are less common issues.
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Figure 2: Percentage of the occurrence of link-rot in categories [12]

Another factor that contributes to the link-rot problem is Technological obsolescence [1]. This
is when web technologies become more advanced, and web standards make older content
incompatible with newer systems. This is also known as “software rot”[1], which, in short,
describes the decline in the performance or functionality of a software system over time. Thus,
the software becomes less efficient or reliable as it ages, even if it is not actively being modified
or updated. This phenomenon is not something this report will discuss further.

Other causes of link-rot is the removal of online content due to legal or ethical concerns [13]. This
can result in the link pointing at the removed content, contributing to the link-rot problem [15].

2.2.1 Unraveling Link-rot

This section will delve into various studies to uncover the presence of link-rot in the digital
landscape and the effects of link-rot on information accessibility, reliability, and the integrity
of online discourse.

One of the negative effects of link-rot is exemplified by a study from Harvard about link-rot in
the United States Supreme Court opinions. For the majority of its history, the Supreme Court
relied on citations from permanent sources like books, enabling lawyers and scholars to access
and comprehend the court’s evidence and reasoning. However, since 1996, there has been a
notable shift, with the justices citing materials found on the internet a total of 555 times [16].
The study found that within the links published in the United States Supreme Court opinions,
which is a written explanation of the court decision, over 50% of cited links no longer lead to
their intended page.

This phenomenon extends to academic legal journals such as the Harvard Law Review, the
Harvard Journal of Law and Technology, and the Harvard Human Rights Journal. More than
70% of the cited links from 1999 to 2012 from the legal journals suffered from link-rot [17].



Another study conducted by Ahrefs, a Software as a Service (SaaS) company, sheds light on the
prevalence of link-rot in the digital realm. This study is the largest of its kind, encompassing
the most recent web version. An analysis of over 14 billion links shows that approximately 1.3%
of these links succumb to link-rot weekly. Furthermore, Ahrefs’ extensive research delved into
links pointing to 2,062,173 websites, revealing that a significant 66.5% of them had become
link-rotten [12]. Moreover, the study underscores the critical role of a link’s age in determining
its survival. Ahrefs’ findings highlight a stark contrast: while merely 5% of links from articles
published in 2018 were inactive, a staggering 72% of those published in 1998 had met the same
fate. Compelling data from January 2013 further supports these findings, showing that out of
a sample of 174.3 million links 26.9 million had been lost [12].
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Figure 3: Link-rot percentage on sites with more than 10 live links [12]

This examination spanning nine years indicates that a significant portion, at least 66.5 %, of
the sampled links have fallen victim to link-rot. Figure 3, shows link-rot by domain, with more
than 10 alive links, since small sites do not have much link-rot. Where the y-axis is the number
of websites with more than 10 alive links, and the x-axis is the percentage of link-rot on those
pages. Figure 3 shows that larger sites have quite a bit of link-rot [12].

Additionally, a study carried out by an information scientist at the Los Alamos National
Laboratory Research Library in New Mexico, in collaboration with researchers from the Hiblink
project, examined 3.5 million articles published by Elsevier between 1997 and 2012 [18]. Elsevier
serves as a platform for facilitating knowledge sharing and discoveries [19]. Figure 4 depicts the
correlation between the probability of link degradation and publication year. Figure 4 shows
that in 2012 alone, 22% of links within Elsevier articles were found to be broken, compared to
approximately 60% in 1997 [20]. Figure 4 shows that links that originate from older publications
are more prone to become rotten [21].
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Figure 4: The percentage of links likely to be rotten in relation to publication year [21]

The studies about link-rot underscore its presence and highlight the need for proactive measures

to address this pervasive issue in the digital landscape [22].

2.3 Implications of Link-rot
Link-rot poses a significant challenge for website owners, publishers, content creators, and users.

This section looks at the many consequences of link-rot, analyzing how they affect credibility,

disrupt user experience, and hinder search engine optimization efforts.

¢ Loss of credibility:

Numerous occurrences of link-rot on a website can give the impression that the content of
the website is outdated or not properly maintained. Furthermore, link-rot conveys a sense of
unreliability. Users rely on links to navigate the web and access information efficiently. When
these links fail to deliver the expected content, users may question the website’s reliability.
This skepticism can significantly undermine the website’s reputation and discourage users
from returning to the website in the future [13].

Poor user experience:

Link-rot significantly negatively affects a users browsing experience as it can prevent access
to internet resources the user could find valuable. When users encounter link-rot, they are
unable to reach the intended destination, leading to frustration and dissatisfaction. Moreover,
it disrupts the flow of search for information and may discourage further interaction with
the website [13].

Search Engine Optimization (SEO) and Web Ranking;:

Websites with a lot of link-rot face significant challenges in terms of search engine optimiza-
tion (SEO) and web ranking. Search engines like Google prioritize user experience and
content quality when determining a website’s ranking in search results. Broken links can
signal to search engine algorithms that a website is poorly maintained or outdated, which can
result in a negative impact on its SEO performance. When search engine crawlers encounter
broken links on a website, they may interpret them as a sign of low-quality content or a
lack of attention to site maintenance. As a result, the website’s overall ranking in search
results may suffer. In addition, broken links can disrupt the crawling and indexing process,
making it more difficult for search engines to accurately assess the relevance and authority
of the website’s content. Therefore, websites with a high number of broken links are likely
to experience a drop in both traffic and search engine rankings [13].



The consequence of broken links is a spectrum of challenges that affect credibility, user
experience, and search engine optimization. Each aspect is interconnected, with broken links
disrupting the seamless flow of information and hindering the effectiveness of websites. Before
looking into existing solutions for combating link-rot, centralized-, decentralized-, and distrib-
uted systems will be explained.

2.4 Centralized-, Decentralized- and Distributed Systems

In computer science, a centralized system refers to a system in which all decisions are made by
a single node [23]. A node refers to a computing element, whether it is a high or low-performant
machine, and this definition will be used going forward [24]. In a decentralized system, no
node is the central command node, allowing all nodes to independently make decisions. This is
also known as a partially distributed system and uses multiple nodes to fulfill its requirements
[23]. Lastly, according to Maarten van Steen from the university of Twente and Andrew S.
Tanenbaum from the Vrije university Amsterdam, a distributed system is defined in the article,
“A brief introduction to distributed systems” as such:

“A distributed system is a collection of autonomous computing elements that appears to its users
as a single coherent system” [24].

To get a better understanding of the difference between central-, decentral-, and distributed
systems, take a look at Figure 5. On the left-hand side is the centralized system. The single
decision-making node is in the middle and could consist of multiple machines running concur-
rently with each other. This means that if each node is given a specific task and the nodes
depend on each other, the system is still centralized. This means that it depends on the system
architecture [23].

Central Decentral

System GQ System GQ
“y %{; %,

«——>

Figure 5: Central-, Decentral-, and Distributed system comparison. The computers without a

screen are nodes, and the computers with a screen are users.

In the middle, a decentralized system is visualized. As seen in Figure 5 there are also multiple
computers in this system, but they act independently of each other. In this system, users will
not necessarily access the same node, which is illustrated with all the users arrows not pointing
to the same node. In this specific scenario, the system consists of 4 nodes, and should 1 of the
nodes fail, the traffic would be redirected to one of the other nodes. Thus, all 4 nodes must fail
for the system to fail completely [23]. Furthermore, this also indicates that no single entity is
responsible for storing the data.

Lastly, on the right-hand side of Figure 5, a distributed system is visualized. As seen in the
figure all entities in the system are nodes and they are all independent of each other, distributing
the decisions to all the devices in the system. Even if there is only a single node left in this



system, it will still work. It might be a lot slower, but the system will not fail before all nodes
have failed [24].

Now that the distinguishment between central-, decentral-, and distributed systems has been
clarified, the pros and cons of the different system architectures will discussed to determine
which system would be more intuitive for addressing link-rot.

2.5 Centralized- vs. Decentralized- vs. Distributed System: Pros and Cons
There are several advantages to centralized systems. Firstly, updates can be executed swiftly
due to the central management of the system. Secondly, centralized control makes enhanced
coordination and decision-making easier, thanks to the authority consolidated in one entity.
Moreover, the management process can be more straightforward with a single central node,
easing maintenance tasks. Lastly, the implementation process of a centralized system can use
simpler algorithms and protocols, contributing to a smoother deployment overall [25].

On the other hand, centralized systems also come with several drawbacks. If nodes lose connec-
tion to the central node a likely outcome is system failure. Moreover, scalability is limited as
the central node can only handle a finite number of clients, restricting adaptability for growing
demands [25].

Property Centralized Decentralized Distributed
Points of Failure One central point of | Mulitple indepen- | All nodes have to
failure dent central points fail before system
before system fail- | failure
ure
Maintenance Easy Morderate Difficult
Vulnerability Vulnerable to Less Vulnerable to Almost not vulner-
downtime down time able to down time
Scalability Low scalability Good scalability Great scalability
Complexity Less Complex Moderate Complex Very Complex

Table 1: Pros and Cons of central-, decentral-, and distributed systems modified from [26]

A decentralized system is also known as a partially distributed system due to its nature of having
multiple points of failure. Decentralized systems are less vulnerable to downtime comparted to
a centralized system, due to having multiple nodes working independently. It is also moderately
easier to scale up the system, since you can add more nodes when the workload becomes too
much for the existing system.

There are also some disadvantages to a decentralized system. Due to it having multiple nodes,
it can be more complex to set up, since it has to run smoothly on all nodes. The maintenance
of a decentralized system can also be more complex due to it having multiple nodes needing
updates at the same time.

Finally, a distributed system also has several advantages. Bottlenecks are minimized since the
workload can be evenly distributed across all nodes, resulting in few to no instances of bottle-
necking. Furthermore, high availability is ensured as certain nodes, including computers, mobile



devices, and servers, remain consistently online and accessible for tasks, thereby maintaining
uninterrupted availability. Moreover, scalability is enhanced by adding nodes, which boosts
capacity and distributes workload efficiently to meet growing demands [24].

A con of distributed systems is the complexity of setting up the system and making sure com-
munications protocols and coordination mechanisms are set up correctly. Therefore managing a
distributed system can be difficult if it is not structured carefully. Distributed systems are also
not well-suited for small scale setups because their cost/benefit ratio is low. Additionally, there
is a lack of node regulation without superior oversight, leaving behavior potentially unchecked.
Lastly, identifying failed nodes can be challenging, requiring individual checks and workload
partitioning [24].

Now that the different system architectures have been discussed, the current solutions for
combating link-rot will be described.

2.6 Current Solutions

Having established that link-rot is an issue and looked at centralized-, decentralized-, and
distributed systems, the next step is to uncover the adversities in current solutions. There
already exist multiple solutions to counter link-rot. To describe the current solutions, they

will be categorized into three groups: free web archives, paid storage solutions and self-hosting
(see Table 2).

Free Webarchives Paid Storage Self-Hosting

Wayback Machine [27] | Perma.cc [29] Archive Box [31]

Archive.today [28] Stilio [30] Cyotek [32]
Pocket [33]

Table 2: Categorization of current solutions

Webarchives

Wayback Machine and Archive.today have in common that they provide access to an archive
of older versions of websites and do it completely free. They are examples of initiatives that
preserve sites on the web and other digital cultural artifacts.

Wayback Machine is a non-profit organization funded through donations, grants, and by
providing web archiving services for their partners. Wayback Machine is focused on building
a digital library of the internet, as well as other digital cultural artifacts and currently takes
up more than 1454+ Petabytes of server space. It is a solution controlled by one entity, but
they store at least 2 copies of everything. Currently, the Wayback Machine stores more than
835 billion webpages. On a user level, Wayback Machine is simple to use. A user just has to
supply a link to the website, to be stored, and the site then attempts to store the webpage.
If it is successful in storing the webpage, the archive will supply the user with a link to the
stored site [27]. Furthermore, Wayback Machine also has its own extension, that allows for
easy saving of webpages to Wayback Machine. In addition, their extension makes it possible
to automatically store any webpage a user visits, as long as it has not previously been saved
to Wayback Machine. Furthermore, a user can view all versions of the webpage stored by the
Wayback Machine, allowing for an easy way to check for altered content [34].

Similarly to Wayback Machine, Archive.today is an internet archival site, but run by an
individual instead of an organization and privately funded [28]. Similarly to Wayback Machine,



the site also stores duplicates of its content among different data centers, ensuring some safety
in regards to data storage. Like Wayback Machine, it is simple to use since a user only has to
supply a link to the website to be stored.

The webarchives as a solution has both pros and cons. Both Wayback Machine and
Archive.today are free services that are simple to use. All that is required is for a user to know
the address of the webpage they want to backup, everything else is handled by the archive
website. One potential problem that may arise from the use of web archives is that if any of the
services decide to shut down or discontinue their archiving services, all the links created would
rot. A potential example of this could be the service Webcite, which is a site that focuses on
academic links [35]. They have not been taking new archiving requests since 2018 [36], although
viewing already stored links is still possible. This makes their future uncertain, and a journal
like the Journal of Medical Internet Research (JMIR) that used to require Webcite links, no
longer does so [36]. Another potential example is Wayback Machine. Wayback Machine has an
extensive archive of different literature, such as articles, webpages, and 3.6 million copyrighted
books [37]. They are currently in a lawsuit and now have the potential of losing some of their
archive. This shows that a solution where the data is in other people’s hands is vulnerable to
legal implications [38]. Another significant issue with these services is the control exerted by
website owners. Owners of websites can prohibit services from archiving their pages, effectively
removing them from their services [39]. This allows website owners to selectively delete specific
pages from the archive, removing the concept of ensuring that links work forever.

To summarize, the currently available online archives offer a valuable service for accessing older
versions of webpages but have the drawback of being controlled by other people. Therefore,
susceptible to external pressures, making users vulnerable to losing their links.

Paid Solutions

There are multiple paid solutions for storing webpages or their content, such as Stilio and
Perma.cc. A solution such as Stilio is targeted toward tracking changes on webpages [30]. In
contrast, a solution such as Perma.cc [29] is a website storage solution, and like Webcite [35]
it is targeted mainly towards academics. Perma.cc specializes in the storage of webpages, and
the creation of permanent links for use in articles and reports [29].

Stilio is a solution that is based on automatic website screenshots, that allows a user to track
changes to websites [30]. Stilio is targeted towards companies and is used for different cases,
compared to the web archives, but both allow users to see previous versions of webpages. Some
of the use cases, that Stilio themselves highlight, are content verification, competition tracking,
and website compliance [30]. The service functions by the user supplying the site with the
links they want to follow, and specifying when they want screenshots taken. Stilio will then
automatically take screenshots, at the specified time(s) that are then stored on their Stilio
account, or transferred to their preferred storage option [40]. Unlike, The web archives this way
of preserving a website is a personal solution as only the user has access to the stored content
unless further steps are taken to publicize the material. Furthermore, Stilio does not guarantee
that their solution will capture every webpage or element of a webpage [40]. However, it does
make it simple to track changes to a webpage over time.

Perma.cc is a website and storage solution developed, and maintained, by the Harvard Law
School Library in collaboration with other university law libraries in the US and other organi-

zations in the “forever”

storage business. It is a service targeted specifically at the issue of
link-rot by making it possible to preserve online sources, and make those records available to

view even after the original source is gone [29].
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Users affiliated with academic libraries partnered with Perma.cc can have free unlimited usage
plans. For users unaffiliated with a Perma.cc partner, the website functions by the user making
a account on the webpage, which gives a trial of 10 free storage links. If the user want additional
storage/links, they will either have to pay a monthly subscription fee for a set amount of
monthly links, or pay upfront for a specific amount of links. A user can then generate permanent
links to the webpages of their choosing by inputting the URL, they want to save, which causes
Perma.cc to download the material of the selected webpage, and generate a Perma.cc link that
the user can then use for their reference. Following the link, it takes the user to a Perma.cc site
with the downloaded content, the date of link creation, and a link to the source of the material.
Perma.cc also have their own chrome extension that makes it simple for users to create and
manage their Perma.cc links directly from the browser [41], [29].

Like the Webarchive solutions, usage of Perma.cc has both pros and cons. The service itself is
relatively simple to use, and if a user is affiliated with one of their partners it is free to use.
The main drawback of using Perma.cc is the cost, if the user are not affiliated with one of
their partners who have free plans available to them. Furthermore, Perma.cc is an option other
people control so if the site ever shuts down, users risk losing their links. However, this issue is
somewhat addressed by the contingency plan, they have made in case the project ever winds
down. Currently, one aspect of this contingency plan is that every link stored by Perma.cc
results in an archive file, that they will replicate to available third-party sites such as the
internet archive described previously. In the case of a shutdown, they also plan for a two-year
phaseout period, where they will initially freeze link creation but continue to serve existing
links. Furthermore, in this period, they also plan to provide tools for users to move to new
hosts and try to find hosts for existing files [42]. However, while Perma.cc has this contingency
plan for shutdowns, they also explicitly state in their terms of service [43] that they reserve the
right to suspend or terminate the website, at any time with no notice and without accepting
any liability for doing so.

Self-Hosting and other solutions

Another approach, to combating link-rot, is to store the content yourself. If this tactic is
employed solutions such as ArchiveBox, Cyotek and Pocket can help a user. These solutions
are programs designed to retrieve online webpages onto a local device, allowing users to store
the information for however long they want to.

Archive Box is an open-source self-hosted web archiving tool, that makes it possible for users
to download and view content offline. The user supplies the software with a URL for the site
to be stored, and the tool then downloads the content of the webpage and preserves it inside a
folder [31].

Similarly to ArchiveBox, Cyotek webcopy [32] is a free tool for downloading a website onto a
local device. It will try to “crawl” the website to discover all linked resources and will download
any resources found and continue to search for more [32].

Pocket is a Chrome extension that allows a user to press a button on they web browser to
store a webpage for later viewing [33]. After saving the content the user just have to go to the
extension and press saves to be brought to a website containing a list with links to all their
saved pages. Furthermore, a user can then choose to archive the webpage, in which case pocket
will save an offline version of the webpage, which the user can then keep for however long they
wish. In addition, the archived webpage also contains a link to the original webpage should
it still be available. Pocket also allows the user to control settings such as the font used on
the archived page, font size, and the webpage background color. Furthermore, a user can also
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highlight different parts of the text on the webpage that they feel is especially important. This
highlighting then both highlights the text on the webpage but also adds the text to a sidebar
on the left side of the webpage.

Like the previously mentioned solutions, self-hosting comes with both pros and cons. On the
positive side, self-hosting allows a user to keep the content they want to save, safe for as long
as they are willing to keep it. Furthermore, if a user wants to, they can share the content with
other people as long as they keep a server active and available. On the negative side, self-hosting
introduces economic barriers and includes technological complexities in the form of upkeep and
maintenance of servers. It is not inexpensive to have a server running to host your references.
From acquiring the correct hardware to the electrical bill for constantly running the server.
Alternatively, the user could rent a server to host the content, but in that case, it could make
more sense to utilize an external service such as Perma.cc since they include this service.

This makes the Archive Box and Cyotek rather impractical if users want their references to
be stored online forever and more of a solution for storing references for their own use like
for Pocket.

Pros and Cons of Current Solutions

The current solutions for combating link-rot have both upsides and downsides. If a person
wants their content to be available to other people they either have to keep it available for
other people themselves or use a service such as Perma.cc or Wayback Machine. Usage of those
services are generally simple. Wayback Machine and Archive.today do not even require a user
to make an account to store the webpage of interest and only requires a user to have the link
to the webpage they want to save. On the other hand, a solution like Perma.cc does require
a user to have an account and to either be connected to an affiliate organization with access
to perma.cc or pay themself for storing their content. However, usage itself is simple once you
have access. Likewise, the solutions that allow the user to download the webpages to their own
computer, such as cytotek or Pocket are also relatively simple to use. Archive Box and Cyotek
do require a user to download an external tool which makes them a bit more involved to use,
but Pocket allows a user to store a webpage directly from their browser through their extension.
These ways of countering link-rot also comes with the downsides, such as that a user must have
faith that the people behind the solution will keep it running. While solutions like Wayback,
Archive, and Perma.cc, have multiple copies of the stored information, the solutions are still
vulnerable to site shutdown, as mentioned in their respective sections, whether due to external
pressures, legal trouble, financing, or unforeseen events such as bad actors or catastrophes. A
more controlled solution is to self-host the content, but as described in the self-hosting section,
this solution comes with other downsides, such as the cost, the resources required, or server
malfunctioning.

Leaving your content in other people’s hands leaves you vulnerable to data loss and downtime,
and an example of such is the fire OVHcloud data center in Strasbourg [44]. OVHcloud is the
largest European cloud solution provider [45] and in 2021 a fire broke out in their data center
in Strasbourg. This fire caused downtime for several popular sites [46] and a data loss for many
international companies [47].

Furthermore, a solution you do not directly control can also be taken down by bad actors,
for example, the ransomware attacks on the Danish cloud hosting sites CloudNordic and
AzeroCloud in August of 2023. The attacks led to the encryption of data and data backups and
caused extensive data loss [48], [49].
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Currently, only solutions where you either leave the data in other people’s hands or spend a
lot of resources to host it yourself, are available on the market and as the previous examples
show, those types of solutions to link-rot come with a set of downsides. These downsides have
the traits and limitations of a centralized system architecture. These limitations underscore the
importance of exploring other systems, such as decentralized and distributed approaches, to
address the complexities of link-rot.

The different current solutions and their pros and cons have been discussed. Now the process
of encountering link-rot will be discussed.

2.7 The Process of Encountering Link-rot
To address the issue of link-rot, it is important to identify where this problem occurs. This
makes it possible to isolate the problem on a larger scale. In Figure 6, the process of using links
to access webpages is visualized. This helps illustrate the connections between certain systems,
and how the system as a whole is interconnected.
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Figure 6: Rich Picture depicting the process of using links to share webpages

To understand the rich picture, the different terms along with the arrows meaning will be
explained

Webpage
A webpage is a specific hypertext document on a website containing information such as text,
images, or links. Hypertext is a markup language for making webpages [50].

Website
A website is a collection of webpages all hosted under the same domain usually controlled by
a website owner [51].

On the rich picture the website has an arrow pointing to the webpage, since this is where the
webpage is located.

Website Owner
A website owner is a person, who owns a website thereby giving them control over the website
both operationally and legally.
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The website owner has arrows pointing to multiple things. The arrows resemble the things,
which the website owner is in control. The owner has the power to change the website domain,
server host, and the content on the website itself.

Server
A server is a constantly running computer making it possible for people to access a website
through e.g. the World Wide Web.

The server has an arrow pointing to the website, since this is where it is hosted.

Website Domain
A website domain is the name of the website you type into the search bar, when accessing
a specific website. A website owner typically buys a domain for the website making it more
attractive for users.

The domain has multiple arrows pointing to it, and one point away from it. The link sharer
has an arrow pointing to it, which means the linker sharer accessed the domain at some point.
The link to the webpage points to the domain, since the link accesses the webpage through the
domain. Lastly, the domain points to the website, where the webpage can be found.

Link to Webpage

A link to a webpage is a URL that points to a webpage. A URL is a uniform resource locator
and is an address pointing to a location on the web. This can and usually consists of the domain
followed by the specific webpage name [52].

The link to the webpage has links from the clicker and sharer and is pointing to the website
domain. The links pointing to it resemble people clicking on it, and the one away from it the
routing happening for its way towards the webpage.

Link Sharer
A Link sharer is a person with a link to a specific location on the web, who wants to share it
with another person.

The link sharer has two arrows, one to the domain and one to the link. This is because the link
has been obtained on the webpage, which was accessed through the domain.

Link Clicker
A link clicker is a person who has received or found a link to a specific location on the web and
clicks on it.

The process of link sharing

Initially, a link sharer will find a link they want to share by accessing a webpage on a website
referred to by a domain. The link sharer can then share the link with a link clicker through e.g.
an email, a messenger service, etc. After some time, the link clicker wants to access the linked
webpage, they will click the link and access the specific webpage on the website, hosted by a
server. If this process works as intended, the link clicker can view the linked webpage. However,
sometimes the link clicker will run into link-rot, due to different factors.

14



’l-me_

For link rot to happen
Time has to pass c

Website Owner
m Can make changes
.COM < =

the refrenced website

Link Cllckef‘ Link to la/e'upage_ Website Domain
The persord‘tha'ﬁ clicks o The domain that points
random link to the website where the
authors work is hosted
Server
WS, Google cloud, EE)
http:/l...
A
Link Sharer Website Webpage

The website that hosts

The person who sends the content

o link £o ancther person

Figure 7: Rich-Picture with problem circled in red
Where link-rot happens

When the link clicker runs into link-rot there can be multiple reasons why the link is unavailable.
To access the linked webpage the link clicker first has to interact with a website domain and
then the website that contains the linked webpage. Furthermore, the website itself is likely to
be hosted by a service like AWS, Google Cloud, ect. And lastly, the website is controlled by a
website owner.

Each of these four steps presents a potential cause of link-rot. If the website domain is down
or the website owner no longer wishes to pay for the domain, link-rot will occur. Likewise, the
website owner can choose to take down the website that contains the webpage and stop paying
for the server hosting service, which will also result in link-rot. Moreover, the website owner
can choose to change the website to no longer contain the specific linked webpage which also
leads to link-rot. In addition, the server host can also experience an outage or problem causing
temporary link-rot.

In short, from the moment the link sharer has noted down the link that worked for them, link-
rot could occur for multiple reasons. A solution must be placed between the link sharer and the
webpage itself to combat the issue.

“Solving” link-rot

Currently, all solutions that have been examined have not solved link-rot directly. Instead, the
existing solutions make a backup of the webpage and ensure the longevity of the backup. The
original link can still stop working, and the link clicker must find the backup themselves. The
backup works around the unpredictable actions and lifetime of the server, domain, website, and
website owner.

To completely solve link-rot, everything circled in Figure 7 would have to be maintained for all
time. Therefore, solving link-rot entirely is unrealistic. The approach of the existing solutions
is viable and works well for selectively preserving important links.
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The current solutions are websites and browser extensions, which you can give a link you want
to store, and they then store a backup of the webpage. However, it does not fix the vulnerability
of a single entity being in control of the data. It just adds an extra way of accessing the content.
To address this, a possible solution could include a decentralized or distributed system to store
the digitalized content to be saved.
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3 Problem Statement

In the age of digitalization, the preservation of digitalized content relies heavily on digital
citations and hyperlinks. However, this reliance has revealed a significant vulnerability known
as link-rot. The multifaceted nature of link-rot involves aspects of web architecture, content
management, technological advancements, and even legal and ethical considerations, all con-
tributing to the decay of links over time.

From the moment a link is shared, link-rot can occur. Various factors such as domain, hosting,
and website stability play a crucial role in its occurrence. Currently, there are several ways link-
rot is combated. A user can utilize free web archives, paid storage solutions, and self-hosting
strategies, each with their own inherent limitations. These limitations make them vulnerable to
data loss, legal issues, and operational vulnerabilities. Instances like the OVHcloud data center
fire and the ransomware attacks described on the previous chapter, illustrate the fragility of
current solutions. This shows the need for alternative methods to ensure the permanence and
reliability of digital links.

While current solutions provide temporary relief, they do not address the root cause of link-rot,
which is the transient nature of digital content and the predominately centralized architecture
that manage them.

Problem Statement:

“How can we develop a resilient webpage preservation system to mitigate the risks of link-
rot, ensuring the sustained accessibility and integrity of the linked content?”
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4 Requirements - MoSCoW model

Keeping the problem statement in mind, the report’s objective is to develop a solution that

addresses link-rot by preserving online information. This chapter will outline the necessary

requirements for solving the problem, by using the MoSCoW model. The MoSCoW analysis is

a prioritization technique used to manage requirements. It categorizes them into four groups:

must-have, should-have, could-have, and will not have. These categories represent the varying

degrees of significance the different requirements have to the solution.[53|

Identifier | MoSCoW Requirement

1 Must have A web-based front end

2 Must have Download the HTML of a webpage to main memory

3 Must have Upload the webpage to a decentralized network

4 Should have Allow other user to share uploaded webpages

5 Should have Share the HTML file as a static webpage on a decentralized
network

6 Should have Include images from the webpage in the uploaded content

7 Should have Include CSS from the website in the uploaded content

8 Should have Make it possible to stop sharing specific uploaded content

9 Could have Include JavaScript in the uploaded content.

10 Could have Include a progress bar for downloading content

11 Could have Upload a digital representation of the webpage

12 Will not have | Allow an organization to easily share all uploaded webpages

13 Will not have | Website interface with list of all previously generated links

14 Will not have | Automatically upload and create links for visited webpages

15 Will not have | Compression of webpage content

16 Will not have | Upload all webpage links referenced on the uploaded webpage

Table 3: MoSCoW requirements
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5 Technology Analysis

Before looking at the design and implementation of the solution, we consider the technologies
that are relevant to the application and look at what type of front-end is suitable for the
solution.

The technologies used in this project — TypeScript, React, Valtio, Plasmo, and the InterPlan-
etary File System (IPFS) — were chosen primarily because a group member already had
experience with them. This familiarity ensured that the capabilities of these technologies could
meet the requirements of the solution.

5.1 Extension vs Website

In the context of developing a solution to combat link-rot, the decision between creating a
browser extension versus a traditional website is a crucial consideration. This subsection looks
into the advantages and disadvantages of choosing either an extension or a webpage as a front-
end.

Cases for webpage preservation

For a web-based solution, the user will have to navigate to the website and manually copy and
paste the link of the webpage they wish to preserve. This approach typically requires multiple
steps: opening a new browser tab, accessing the webpage to preserve, copying the desired link
from the browser’s address bar, and pasting it into the input field on the preservation website.
While effective, this method can be time-consuming, especially if the user needs to preserve
multiple links frequently. It also interrupts the user’s current browsing session.

For an extension-based solution, the user clicks on the extension icon and selects the “backup”
option to preserve the current webpage they are viewing. This approach significantly streamlines
the process. With a single click, the user can preserve a webpage without needing to leave the
webpage they are on or manually copy and paste links. This method offers a more seamless
and efficient user experience, allowing for quick and easy link preservation. Furthermore, it
minimizes disruption to the user’s browsing activity.

Sharing and storing

The link generated for the preserved webpage can be shared in various ways such as via email,
social media or other messaging features. The difference between an extension and a website is
in their way of operating and managing resources.

A website hosted on a server has centralized storage controlled by a website operator. While
this may offer robust storage and management capabilities, it also introduces dependencies on
the website’s infrastructure and policies. Users rely on the website’s features and policies for
sharing and managing their content. They may have limited control over access permissions
and ownership rights, as these are determined by the website operator.

With a Chrome extension, sharing content onto the IPFS network, lets the content get
distributed across multiple nodes. Each node maintains a copy of the content, ensuring fault
tolerance.

Data Retrieval and User Location Concerns

The process of data retrieval presents another point of differentiation. For websites, the server
is tasked with retrieving and serving the content to the user. This scenario poses complications,
especially when considering the geographical location of the server relative to the user or differ-
ences in browser compatibility. An extension, by operating directly within the user’s browser,
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sidesteps these concerns, providing a more seamless and efficient data retrieval process that is
agnostic to the user’s location or browser choice.

Ease of Use and Scalability

Extensions seamlessly enhance user experience by integrating directly into the browser interface,
allowing users to access their functionalities without navigating away from their current tasks.
This integration fosters a more intuitive user experience, enhancing user engagement and
satisfaction.

From a scalability perspective, websites typically employ vertical or horizontal scaling to manage
increased loads, both of which involve significant complexity and cost. Extensions, however,
leverage client-side computing, distributing the computational load across the user base. This
model not only reduces the reliance on server-side resources but also scales more effortlessly as
the user base grows, given that each new user inherently contributes additional computational
resources.

Considerations and Trade-offs

While extensions offer distinct advantages, they also present their own set of challenges. The
initial version of the extension may be limited to Chromium-based browsers, potentially exclud-
ing users of other browsers. Moreover, extensions rely heavily on client-side code execution,
which, if not carefully managed, could introduce security vulnerabilities.

Despite these considerations, the inherent scalability of extensions, where computational efforts
are distributed among the users, presents a compelling advantage. This approach has no server-
side load and therefore enables the extension to scale as more users join the network, each
contributing their computing power to the collective.

In conclusion, while both websites and extensions have their respective merits and drawbacks,
the advantages of an extension — particularly its local hosting, efficient data retrieval, ease of
use, and client-side scalability — underscore its potential as a superior solution for combating
link-rot in the digital ecosystem.

Taking the tradeoffs into consideration as well as the choices of existing solutions, the group
have decided to move on with making a Chrome extension for the solution.

5.2 Chrome Extension

When developing a chrome(chromium) extension there are different tools to be utilized. For the
development of this solution content/background scripts and Plasmo are the most relevant for
the use case.

Content script
Content scripts are JavaScript files that run in the context of webpages. By doing so, they can
read or modify the details of webpages visited by the user. Here are key aspects of content scripts:

¢ Interaction with Webpages:
Content scripts can interact directly with the web content of the pages the user visits. They
can manipulate the DOM (Document Object Model), change styles, and respond to events
on the page. This makes them powerful tools for modifying the user experience on any given
webpage, such as auto-filling forms, highlighting text, or altering page layout.
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o Isolation from Webpage’s JavaScript:
Although content scripts can interact with the DOM of a webpage, they do not share the
JavaScript environment with the webpage. This means variables and functions defined in
content scripts are not accessible from the webpage’s scripts and vice versa, which provides
a layer of security and prevents interference.

¢ Communication:
Content scripts communicate with other parts of the extension (like background scripts)
using messaging APIs provided by Chrome. This allows them to send and receive messages
to perform higher-level operations like storing data or fetching information from external
APIs, actions that content scripts can not do directly.

Background script

Background scripts act as the central processing unit of Chrome extensions. They run in the
background, independently of webpages, and manage the extension’s overall behavior. Here are
some important aspects of background scripts.

¢ Long-running Processes or Event Listeners:
Background scripts are ideal for handling long-running processes or persistent state infor-
mation across different parts of the extension. They listen for events from the browser, other
parts of the extension, or external triggers (like alarms or timers).

¢ Interaction with Browser APIs:
Unlike content scripts, background scripts have access to a broader range of Chrome APIs.
This allows them to perform tasks like modifying browser settings, interacting with tabs,
and using bookmarks or the browser history.

¢ Communication:
Background scripts also handle communications between various components of the extension
and external servers. They typically manage message passing between content scripts and
popup scripts, maintain local storage, and handle network requests outside the extension’s
scope

Communication between background and content

Content scripts and background scripts often need to communicate to coordinate their actions.
For instance, if a content script needs to save data persistently or fetch external data, it
sends a message to the background script, which then performs these operations. The inter-
action is typically managed through Chrome’s messaging API, which includes methods like
“chrome.runtime.sendMessage()” and “chrome.runtime.onMessage.addListener()”.

In the coming sections, the technologies used to develop the extension will be explained.

5.3 Typescript

TypeScript is an open source programming language developed by Microsoft that builds on
JavaScript by adding static typing options [54]. This means developers can define the types
of variables, parameters and return values, improving code reliability and catching errors at
compile time rather than at runtime [55].

TypeScript supports object-oriented programming features such as classes, interfaces and
inheritance, making it suitable for building complex applications. It is designed to be aligned
with the ECMAScript standard, which JavaScript is based on. This means it supports features
from the latest versions of JavaScript (ES6, ES7, etc.) while adding its own enhancements [55].
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Its tool support, including features such as code completion and type checking, improves devel-
oper productivity. By providing type annotations and supporting modern JavaScript features,
TypeScript promotes more readable and maintainable code, especially in larger code bases
where understanding types and structure of data becomes crucial [54].

All in all, it aims to address JavaScript’s limitations while retaining its flexibility and familiarity.

TypeScript was chosen over Javascript due to its improved developer experience.

5.4 React

React is a javascript library designed to streamline the development process of graphical
interfaces. Furthermore, it offers developers a robust toolkit to build dynamic and interactive
user experiences. The key features of React are its component-based architecture and Virtual
Dom rendering, which lead to simplicity and efficiency.

The component-based architecture of React, allows developers to create reusable interface
components, promoting modularity and extensibility within applications. Additionally, React
encapsulates functionalities into distinct modules promoting a modular design paradigm. A
component in React can represent various Ul elements such as a button. These components
are essentially JavaScript functions or classes that return the React element, specifying what
content should be displayed on the screen [56]. By breaking down complex Uls into smaller,
self-contained building blocks, React promotes code reusability and maintainability, ultimately
resulting in cleaner and more organized codebases [57].

React leverages a Virtual Dom to optimise rendering performance. Instead of directly manipu-
lating the real DOM, React utilizes a lightweight and efficient abstraction known as the Virtual
DOM. The Virtual DOM serves as a JavaScript representation of the actual DOM tree. The
way the virtual DOM works in React involves three main steps: Initial rendering, Virtual DOM
drifting and Updating [57].

When a React component is initially rendered, it creates a corresponding Virtual DOM tree
mirroring the structure of the Browser DOM. Subsequently, whenever there is a change in
the component’s state, React compares the previous Virtual DOM tree with the new one and
identifies the minimal set of changes required to update the Browser DOM. Whereafter, it
updates the browser DOM, where React applies the necessary changes to update the Browser
DOM efficiently. Instead of re-rendering the entire DOM tree, React only updates the specific
parts that have changed, minimizes the reducent re-renderings, and improves overall application
efficiency [58].

Overall, React is a powerful tool for modern web development, offering developers comprehen-
sive solutions for creating dynamic and responsive user interfaces, even in resource-intensive
applications. Moreover, React empowers developers to build scalable, maintainable, and high-
performing web applications with ease.

5.5 Valtio

Managing the state effectively is crucial in React applications. Valtio is a state management
tool with ease and flexibility, leveraging proxies to provide a mutation-style API for managing
state in React applications. At its core, Valtio utilizes proxy classes to serve as an interface
to another object. These proxies “wrap” the object, allowing for additional operations to be
performed before returning the object. This mechanism enables Valtio to track changes to the
state object and all nested objects, notifying whenever an object is modified [56]. Valtio is a
lightweight and user-friendly state management library for React, which offers advantages:
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+ Reactive updates: Leveraging Proxies, Valtio enables reactive updates, ensuring that state
changes are automatically reflected in the UI without the need for manual intervention.

¢ Performance: With its small footprint and high performance, Valtio is well-suited for
projects requiring optimal performance, providing smooth user experiences even in resource-
intensive applications.

¢ Flexible data structures: Valtio have flexible data structures such as maps and sets,
facilitating easier manipulation of complex data within React components.

o Easy Integration: Valtio seamlessly integrates with other libraries and tools, including
React and TypeScript, simplifying the development process and enhancing productivity.

In today’s modern applications, effective management of state information is essential. Valtio
emerges as a powerful tool in this regard, owing to its straightforwardness and robustness.
Furthermore, it harnesses the capabilities of proxies in React and JavaScript, offering a simpli-
fied approach to modifying and managing state data [56].

5.6 Plasmo

Plasmo is a toolbox that gives the right set of tools for developers to build extensions efficiently.
Extensions are small programs running inside a browser e.g. Google Chrome, that adds a feature
to the browser, thereby extending its functionality.

What makes Plasmo great is its ability to cooperate with already known programming languages
such as React and Vue.js. Plasmo lets programmers use these already existing languages instead
of having them learn a completely new language, which saves them a lot of time. In addition to
not having to learn a new programming language, it also has live reloading, which makes the
developing process much more fluent since the extension automatically reloads every time you
make a change to the code.

Plasmo also supports the programming language typescript, explained earlier in the technology
section, which helps catch errors faster in the coding process, leading to more stable code
[59]. To conclude, Plasmo is a toolbox that gives developers the right tools to build extensions
efficiently.

5.7 InterPlanetary File System (IPFS)

The InterPlanetary File System (IPFS) is a protocol and peer-to-peer (P2P) network that
allows users to store and share data in a different way than traditional storage and sharing
solutions [60]. The advantage of using IPFS in the solution is that it is already developed,
making it simpler to use than developing a new peer-to-peer network and storage solution.
Furthermore, IPFS offers several advantages such as resiliency, safety, and efficiency. As data is
stored decentralized in a network of nodes it is less vulnerable to outages and censorship than
centralized solutions. As a cryptographic hash is used to identify content, a user can always be
sure of the data integrity of the content they are accessing. The use of content focused addressing
facilitates efficient data retrieval. Moreover, as IPFS is an open-source protocol that encourages
participation, it further fosters innovation and continuous improvement of the network [61], [62].
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5.7.1 The structure of IPFS and key concepts
There are several key concepts to IPFS that will be explored in this section:
e The IPFS Node system

¢ Representing and addressing data

¢ Routing data

e Seeding

e Transferring data

o Gateways

¢ Pinning

¢ Anti-duplication

e Garbage collection

e Deleting content

The IPFS node system

At the core of the IPFS network are the nodes. They are the fundamental building blocks that
make IPFS function. These nodes represent instances of IPFS implementations that operate
on local machines, either directly or through a browser interface, enabling storage of files and
connection to the IPFS network. Nodes serve as the backbone of the IPFS ecosystem, and is
essential for the network to function [63].

The term “node” permeates throughout IPFS documentation, discussions, and codebase, albeit
with varying connotations depending on the context. There exists multiple types of nodes but
the main type of node relevant for this project is the IPFS nodes [63]. IPF'S nodes represent an
individual point within the network, implying a general presence and potential for interaction
with other nodes. For instance, upon launching IPFS Desktop, a user establish themself as
a node capable of engaging with the broader network. The term peer is used to indicate the
relationship of a node, including one’s own, with other nodes as equals, devoid of central
authority. In this peer-to-peer dynamic, a node operates as a peer among peers [63].

Representing and Addressing Data

Unlike URLs that point to a file’s location on the web, IPFS uses Content Identifiers (CIDs)
to address data based on its content. CIDS can be thought of as fingerprints for data and is, in
general, computed by combining the cryptographic hash of the data with a unique identifier for
the hash algorithm used. This ensures that data can not be altered without changing its CID,
promoting data integrity and security. By default, IPFS uses the sha-256 hashing algorithm,
but there is support for other algorithms [62], [64], [65].

IPFS uses InterPlanetary Linked Data (IPLD), a set of specifications in support of decentralized
content-addressable data structures for the web, to structure and link CIDs. Using IPLD, IPFS
can structure data into a directed acyclic graph (DAG) that allows the data to be broken down
into smaller chunks called blocks, where each chunk is linked to others using a unique fingerprint.
This allows for efficient storage and retrieval and makes sure everything stays consistent. IPLD
allows for flexible data representation, accommodating various data types beyond just files and
directories [64].

Content Addressable Archive (CAR) files, is a type of compressed archive file similar to zip files
and is designed to store collections of content-addressed data and is used to store and transfer
collections of IPLD-linked data efficiently [64].
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Routing Data

To locate data based on its CID, IPFS employs a combination of several mechanisms. Kademlia
Distributed Hash Tables (DHT) helps nodes find peers with the CIDs they seek. Essentially, it
is the fundamental component of the content routing systems, and it acts like the cross between
a catalogue and a navigation system and maps that have the content addressed by the CID.
Functionally, the DHT is distributed across the network as no single node holds the entire table.
When a user wants to “upload content” to the IPFS network, they add an entry to the DHT
that maps the CID to their IP, thereby announcing to the network that they have the content.
Another user could then look up that CID in the DHT and find the uploaders IP address, and
download the content from the uploader [62], [66].

IPFS nodes use the Bitswap protocol to route and transfer data. This peer-to-peer protocol
allows nodes to directly query their connected peers for specific CIDs, bypassing the DHT when
possible. In addition, peers also store want-lists so that if the peer receives the content later,
they can then send it to the node that originally requested it [64].

IPFS also uses delegated content routing, which is a mechanism by which IPFS implementations
offload content routing to another process/server using an HTTP API. This provides IPFS
nodes with a standard interface that allows flexibility regarding how content routing works
[64], [67].

Seeding

One of the essential things that keep files on IPFS available is seeding. The IPFS utilizes users
as nodes to keep files on the TPFS network available for other users. This is referred to as
seeding. The intended use of seeding is for users to seed their own file when they upload it,
making it available for other users. Other users can then begin to seed the same file as the
creator and make the system more fluent, increasing the chance of keeping it available at all
times [68].

Transferring Data

Once a node locates the desired CID, data transfer can occur through several methods. As
mentioned earlier, IPFS nodes use Bitswap, a message-based peer-to-peer network protocol for
the routing and transfer of data. Bitswap can facilitate the direct transfer of blocks of data
between connected peers. The two main jobs of Bitswap are the acquisition of blocks requested
by the client from the network and in reverse, sending blocks that it possesses to other peers
who want them. When a node wants to retrieve a file from the network, it sends out a want-
list to its connected peers. The want-list is a list of CIDs for blocks that the node wants to
retrieve. Based on responses from the network, Bitswap then builds up a map of which nodes
have and do not have each block. It then uses this map to request the block from nodes that
have it, and they respond with the block itself. If no peers have the block, Bitswap will query
the DHT and ask who can provide the block. Verification ensures the integrity of the fetched
blocks before constructing the Merkle DAG, thereby ensuring trustless retrieval from any node
in the network. With all blocks retrieved the Merkle DAG can be reconstructed which makes
the directory or file underlying the CID, available for use [64], [69], [70].
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Gateways

To allow applications that do not support or implement all IPF'S subsystems to fetch data, IPFS
HTTP gateways are used. Gateways achieve this by translating CIDS into URLs accessible via
standard web browsers. When a user requests content through an IPFS gateway, the gateway
dynamically retrieves the requested data from the IPFS network and serves it to the user’s
browser as if it were hosted on a conventional web server. This process allows the user to
interact with IPF'S content without needing specialized software or knowledge of the underlying
protocol [64], [71].

For instance, consider the following IPFS link:

ipfs:/ /bafybeic3y6oc2daiduypyyuaggpixx3krocpgzbwst2z4ha73jdh7y6nea

To view this content in a browser, an IPFS gateway provided by Cloudflare is used. By
prepending the gateway URL to the CID, a link can then be accessed via any standard web
browser:

https://cloudflare-ipfs.com /ipfs /bafybeic3y6oc2daiduypyyuaggpdxx3krocpgzbwst2z4ha73jdh7

ybnea

The final link will be fetching the IPFS content through the Cloudflare gateway and making it
possible to view it in any modern web browser.

Pinning

Pinning plays a vital role in ensuring the availability and persistence of data on the IPFS
network. When content is pinned, it is saved on an IPFS node or pinning service, making
it retrievable to the network. A pinning service runs many IPFS nodes and allows users to
pin data on those nodes for payment. Pinning involves advertising and providing. Through
advertising, a CID is made discoverable to the IPFS network by linking it with the node’s IP
address in the DHT. Advertising is a continuous process that typically repeats every 12 hours.
Providing involves a web3.storage IPFS node (a server running an IPFS node) and ensures that
the content-addressable representation of the CID is persisted on IPFS nodes [69], [72].

Anti-duplcation

Anti-duplication is a fundamental feature of IPFS that enhances storage efficiency by avoiding
the redundancy of storing identical data multiple times. When a file is added to the IPFS
network, it is broken down into smaller blocks, each identified by a unique cryptographic hash.
If the network already contains blocks with the same hash, IPFS reuses these existing blocks
instead of creating new ones. This process ensures that only unique data is stored, significantly
reducing the amount of required storage space. By using the combination of content-addressing
and cryptographic hashing, IPFS can integrate anti-duplication into its operations, optimizing
data storage and retrieval across the distributed network

Garbage Collection

Garbage collection in IPFS involves the identification and removal of data on individual nodes
that is no longer pinned or referenced by any node in the network. When a file or content is
pinned on an IPFS node, it essentially ensures that the data remains available and retrievable.
However, there are cases where data is no longer needed or relevant. In such cases, nodes need
to perform garbage collection to reclaim storage space by removing unpinned data. The garbage
collection process typically involves scanning the local repository of a node to identify and mark
unpinned data [72], [73].
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Deletion

Deletion is the final stage in the lifecycle of IPFS data, where blocks associated with a CID are
removed from a node. Notably, deletion is always a local operation, meaning it only affects the
node from which it is initiated. If a CID has been replicated on other nodes, it continues to be
available on the IPFS network, ensuring data redundancy and availability [69].

The next section will delve into the design of the solution.
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6 Design
In Figure 7, the area where the problem occurs is circled. Therefore a system will be designed
to work its way around it.

The software solution will work in a similar fashion to some of the other previous solutions,
except it will utilize the IPFS peer-to-peer protocol as described in section 5.7. The decision
to use IPFS it is based on its reliability and decentralized architecture, which helps to prevent
single point of failure and address other drawbacks of centralized systems, as described in
section 2.5. The solution will be making a backup of the original webpage and making a new
decentralized link that the link clicker, and sharer, can access.
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Figure 8: Rich-Picture with decentralized backup solution

In Figure 8, an updated rich picture can be seen with a proposed solution highlighted with the
green arrows. The solution includes a backup of the webpage, which is stored in a decentralized
network, and a new link is shared between them. This solution will not ensure the lifetime of
the original link but instead, make a new link that will last forever as long as the decentralized
network is kept alive.

For this solution to work, the link sharer has to make the backup of the webpage and upload it
to the decentralized network. This solution will not address link-rot for existing links, but it will
preserve webpage content for as long as users find it valuable. The next section will describe
use and Ul of the chrome extension.
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6.1 User Story

The UI of the Chrome extension can be viewed in Figure 9, and is designed for anyone who
values the permanence and accessibility of online content. Users ranging from researchers to
casual internet surfers can benefit from ensuring that the webpages, that they value, remain
accessible over time despite the ever-present threat of link-rot.
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Figure 9: The UI of the extension. The extension has three buttons on its main page allowing
users to upload pages, view their seeds and change settings.

The user journey begins when someone learns about the Chrome extension, perhaps through a
recommendation or a search for solutions to prevent link-rot.

When a user finds a valuable webpage they wish to preserve, such as an academic article or
a favorite blog post, or a random webpage, they navigate to the webpage and click on the
extension icon (Marked by the red oval in Figure 9). If they then select the “Upload this page”
option, the extension packages the content of the webpage and uploads it to a decentralized
network.

Once the upload is complete, the extension generates a new, decentralized link to the backed-
up content (Figure 9, right side top box). This link is designed to be permanent, providing a
reliable means of accessing the webpage indefinitely.

Users could then share these decentralized links, ensuring that their audience can access the
content as long as they are willing to share it. In addition, the extension also allows users to see
the links they have uploaded (Figure 9, right side middle box) or change the gateway used to
see uploaded content (Figure 9, right side bottom box). Furthermore, the extension also have
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back buttons on the “View your seeds” and “Settings” pages that allow a user to return the
main page when clicked (Figure 9, right side middle and bottom box).

6.1.1 General overview of the flow of the extension

The flow and general structure of the extension are illustrated in Figure 10. As mentioned and
illustrated in the previous section, when the user opens the extension they are presented with
the three choices illustrated to the left in Figure 9 and by the select action box in Figure 10. If
the user presses “Settings,” they are directed to a page where selected settings can be changed.
If they input a new gateway in the gateway URL field seen in Figure 9 bottom right box, they
can change the gateway used by the extension. If they press back, they are directed back to
the page which allows them to select another action. If they press “view your seeds” they are
directed to a page, where they can see their current seeds, and can then press back to return
to select another action. If they press “Upload this page” in their current tab is downloaded by
the extension, uploaded to the decentralized network, and then shown a link to their uploaded
content. This is the main functionality of the extension, and it allows it to fulfill the must-
have requirements 2 and 3, the ability to download said website down as an HTML file to main
memory, and the ability to upload the HTML file to a decentralized network.
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Figure 10: General flow usage of the extension
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6.1.2 The “Upload this page” flow

To further expand on the flow of the upload this page choice the user can make from the main
page, this choice is further illustrated with its own flow diagram.
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Figure 11: The flow when a user presses upload page

When the user presses “Upload this page” they will follow the flow illustrated in Figure 11.
The extension will get the DOM of the page in the currently selected tab. It will construct a
virtual DOM based on the information collected from the DOM, and this virtual DOM will
then be traversed by the program to find resources that needs to be downloaded from external
sources. These resources are then added to a download queue and downloaded if possible. The
program will then check whether the total size of the downloaded content is below or above a
size threshold to prevent too big pages from being uploaded (illustrated by the diamond in the
flow diagram). If the total size is above the threshold, only the page HTML is uploaded, and
the extension flow returns to allowing the user to select action. If the total size is below the
threshold, the links to content in the virtual DOM are modified to their new relative locations,
and it is uploaded to a decentralized network. The user is then presented with a link to the
uploaded content. The flow then returns to allow the user to select an action.

The relevant technologies as well as the design choices will be used in the implementation.
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7 Implementation

This chapter will delve deep into the architecture and mechanics of our solution. At its core,
our solution revolves around the ability to package web content, and seamlessly upload it to the
IPFS network. The functionality is pivotal in mitigating the pervasive risk of link rot, ensuring
the longevity and accessibility of digital content. Additionally, the solution will be integrated
into a Chrome extension, facilitating a streamlined process for users to preserve web content,
thereby fulfilling requirement 1.

The solution is developed with the technologies, Typescript, React, Valtio, Plasmo and IPFS, as
outlined in Chapter 6. Collectively, these technologies form a powerful toolkit that accelerates
the development process and enhances code quality.

The solution’s core functionality lies in its capability to facilitate seamless communication
among three key components: the background script, popup script, and content script. By
establishing robust communication channels between these components, the solution ensures
cohesive and synchronized behavior, enabling a seamless user experience.

7.1 Overview
Before delving into the implementation, an overview of the key functions, workflow, and
important data structures will be described. The Figure 12 illustrates the overall workflow for
the scripts (represented by white blocks), state management and external webpage (represented
by grey blocks), along with the pages and important functions (represented by the different use
of blue blocks).
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Figure 12: Figure that shows the general workflow of solution
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The popup script consists of three pages: Home, Settings, and Seed. The figure graphically
represents the code architecture through nested boxes, illustrating pages and functions con-
tained in the scripts. Moreover, the nested structure of the blue blocks illustrates functions
contained within functions. The black arrows depict the general flow of the functions, while the
double-edged arrows indicate bidirectional flow, such as a function call followed by a returned
value. Blue arrows emphasize communication between different scripts but also with the state
management and external webpage. All of the functions in the figure will elaborated in the
following sections.

When the user clicks the “Upload page” button, the triggerUploadInBackgroundScript
function on the Home page is invoked, initiating the backupAndUploadTolpfs function in
the Background Script. This function fetches the DOM string of the webpage through the
Content Script, which has access to the external webpage. After retrieving the DOM string,
the function backup AndUploadTolpfs processes it. Whereafter the HTML file together with
the images and CSS are uploaded to the IPFS network, ultimately displaying the link for the
uploaded content on the Home page. The external sources will be hashed through the function
sha256HashString, since the folders for each of the external sources will be removed. The
function is based on the hashing algorithm SHA-256 and the hashed value serves as a safeguard
against files having the same file names but different paths associated with them.

The following functions in the back AndUploadToipfs are:

¢« addExternalLinksToqueueAndRefactorVirtualDom:
The function creates a virtual DOM from the provided DOM string and traverses it to
replace all image and CSS links with hashed URLs using the sha256HashString function.

¢ downloadEntireQueue:
Function will download all the links from the images and CSS in the DOM.

o UploadTolpfs:
Function will upload HTML and associated files to the IPFS network.

The Settings page features the changeGateAwayURL function, enabling users to modify the
gateway URL. Any alterations made to the gateway URL are saved within the state management
system and subsequently applied to URL when a webpage gets uploaded

Important data structures are:

¢ downloadQueue:
array in Background Script containing objects with properties to be downloaded such as
url, original url, new file name and a blob, which is a datatype used to represent binary
data. Blobs can store binary data such as images [74]. The array will store links that will be
downloaded. Queuing the downloads helps prevent overwhelming the system by limiting the
number of concurrent downloads, which can lead to issues like network congestion.

o Cid:
An object within a file for state management, featuring properties for both the seeded URL
and the total website URL.

The library features used in the code of the solution will now be explained.
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7.1.1 Library Implementation Features

This section will cover the importation of key features from various libraries. Each imported

feature will be thoroughly described, highlighting its functionality. One of the important features

used in React is hooks. Hooks give access to state and other React features without writing a
class [75].

Features from React:

useState:

State hooks let a component remember information. It accepts an initial state as a parameter,
and returns two values: the current state and a function that updates the state. This syntax
is also called array destructing in JavaScript [76].

useEffect:

The effect hook performs side effects in a function component. Examples of side effects
are data fetching, setting up a subscription, and directly updating the DOM in React
components. Some side effects in React components require a cleanup [77]. The useEffect
is a cleanup function that accepts two arguments, the first a function and the second an
optional dependency. The purpose of cleanup function is to prevent unwanted behaviors,
such as memory leaks [78].

Features used from the Valtio library will be described

useSnapshot:

Creates a local snapshot of the current reactive state object created with proxy. This hook
enables components to access the current state snapshot, automatically triggering re-renders
to reflect any updates to the state object. The snapshot returned can be used in the React
component [79].

subscribe:

Method to access state and subscribe its change outside of the component. The function
takes two parameters a state object, which is a reactive state object. The state object is
created using Valtio’s proxy function. The second parameter is a callback function, that will
be invoked when the subscribed state object changes [80].

Now that the overview of the solution has been reviewed, the focus must shift to a key algorithm

used within the solution.
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7.2 Pseudo Code for traverseVirtualDOM

This section covers the primary algorithm used in the solution for downloading a webpage into
memory. The aim of the function is to go through all elements in the DOM and replace the
linked sources, such as images and CSS files with new hashed paths, to combat duplicates when
uploaded to IPFS. Let us say there are two images with the same name but with different
parents. Since we upload all the files in the same directory to IPFS these images would be
interchangeable with each other. Therefore we hash the full path of the image and since they
have different parents these will be unique hash values.

The DOM consists of nested elements with the possibility of elements having multiple children.
This nesting of multiple children inherently forms a tree-like structure with nodes being both
parents and children. This can be visualized in the image below of what Google.com looks like
when you right-click the browser and inspect it.

<!DOCTYPE html>
<html itemscope itemtype="http://schema.org/WebPage" lang="da"> F
E]<head> - </head>
E}<body jsmodel="hspDDf " class jsaction="xjhTIf:.CLIENT;02vyse:.CLIENT;IVKTfe:.CLIENT;Ez7VMc:.CLIENT;YUC7He:
8bg:.CLIENT;qqf@n:.CLIENT;A8708b:.CLIENT;YcfJ:.CLIENT;szjOR:.CLIENT;JL9QDC:.CLIENT; kWlxhc:.CLIENT;qGMTIf:.C
[»lnoscript> = </noscript>
E]<style>
.L3eUgb{display: flex; flex-direction:column;height:100%}.03j99{flex—shrink:@;box-sizing:border-box}.n1xJ
height:150px;height:calc(100% — 560px);max—height:290px}.yr19Zb{min-height:92px}.ikrT4e{max-height:160p;
top:@px;padding-bottom:85px}.oWyZre{width:100%;height:500px;border-width:0}.garstb{flex-grow:1}
</style>
[Flediv class="L3eUgb" data—hveid="1">( flex
[Fl<div class="03j99 nlxJcf Ne6bnSd" role="navigation">( flex
<sty1e>
.Ne6nSd{display: flex;align—-items:center;padding:6px}.LX3sZb{display:inline-block; flex—grow:1}
</style>
E<div class="LX3sZb">
E<div>
Ecdiv class="gb_Qa gb_1ld gb_hb gb_vd" id="gb">
E<div class="gb_Bd gb_fb gb_qd" data-ogsr-up>( flex
div>
[Fl<div class="gb_Id gb_K gb_3f gb_Tf" data-ogbl>
[Flkdiv class="gb_J gb_K">
<a class="gb_I" aria-label="Gmail " data-pid="23" href="https://mail.google.com/mail/&ogb
</div>
[Yl<div class="gb_J gb_K">
<a class="gb_I" aria-label="Sgg efter billeder " data-pid="2" href="https://www.google.co
Billeder</a>
</div>
</div>
</div>

Figure 13: Image of the Google.com DOM

As seen in Figure 13 all the red squares are nodes with children and each child only has one
parent. The relationship between parent and child has to fulfill the requirement of a child only
having one parent, but a parent can have multiple children.

This is why it makes sense to use a recursive algorithm since it makes sure to go all nodes by
recursively calling itself if a node has a child. The traverseVirtualDOM takes in a virtual DOM
of the webpage you want to upload. The function traverseVirtualDOM then traverses through
the tree structure and replaces all the images or links with new hashed paths.

35



To give an explanation of how the algorithm recursively calls itself, the pseudo-code for the
function will be given below:

1
2 function traverseVirtualDOM(node, origin = ""):

3

4 [...] Assigns attributeToReplace

5

6 [...] Finds the URL of the attribute

7

8 [...] Checks if the URL works

9

10 [...] Hashes the URL

11

12 [...] adds URL to the download queue

13

14 if node has children:

15 promises = empty list

16 for each child in node.children:

17 promise = traverseVirtualDOM(child, origin)
18 add promise to promises

19 await Promise.all(promises)

20

Listing 1: Simplified Pseudo Code of traverseVirtualDOM

As seen at the end of the pseudocode on line 17, the function traverseVirtualDOM will recur-
sively call itself on each child for a given node. The function traverseVirtualDOM will then use
the child as an input thereby making it a new parent and this continues until the function runs
out of children. This is how it recursively calls until the whole virtual DOM has been searched.
The full functionality of the function will be explained in more detail later. The next sections
will go through the implementation of the solution.

7.3 State Management in Chrome Extension

When developing a Chrome extension, the need for a seamless way to manage and update the
application’s state across various components arises. This becomes particularly crucial when
dealing with information spread across different scripts, such as Content Scripts, Background
Scripts, and Popup Scripts. In the context of our extension, essential information like the
Content Identifier (CID) and the Gateway URL need to be accessed and updated from different
parts of the extension. Moreover, it helps to streamline the management of the extension’s state.
The code snippet is from the global file “store.ts”

36



1 import { proxy, subscribe } from "valtio"
2
3 type Cid = {
4 seedUrl?: string
5 websiteUrl?: string
6 1}
7
8 const defaultStore = {
9 gatewayUrl: "https://cloudflare-ipfs.com/ipfs/",
10 cids: [] as Cid[]
11 }
12
13 const loadAndCombineStore = () => {
14 const store = JSON.parse(localStorage.getItem("p2")) || defaultStore
15 return { ...defaultStore, ...store }
16 }
17
18 export const store = proxy(loadAndCombineStore())
19
20 subscribe(store, () => {
21 localStorage.setItem("p2", JSON.stringify(store))
22 1)
23
Listing 2: Code snippet showing the Valtio store
Explanation:

Line 1: Imports prozy and subscribe from the Valtio library. prozy is used to create a reactive
state object, while subscribe is used to listen for changes to the state.

Line 3 - 5: Defines type Cid, which is an object with properties seedUrl and websiteUrl.

Line 8 - 10: Defines defaultStore object with properties gatewayUrl set to a default IPFS
gateaway URL and cids initialized as an empty array of Cid objects

Line 13 - 15: Defines the load AndCombineStore function, that loads the state from the
localStorage. If the stored state is not found, it falls back to the defaultStore. It returns an
object combining the default store with the loaded store, to ensure any missing properties
in the loaded store are filled with default values

Line 18: Creates a reactive state object using Valtio’s prozy function. The proxy is initial-
ized with the result of the function load AndCombineStore. The store object holds the
application’s state and automatically tracks changes.

Line 20 - 21: Is a subscription mechanism, that subscribes to changes in store object.
Whenever the store object changes, the callback function is invoked. Inside the callback
function, the store object is serialised into a JSON string and stored in the local storage
under the key “p2”.
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7.4 Click Upload Page Button

In order to package the web content, the background scripts need to know when a user clicks
on the button “upload page” on the home page. Here is a code snippet from “pages/home.ts”.

1 const Home = ({ setPath }: { setPath: (string) => void }) => {
2 [...]1 // set path for page

3 const [isError, setIsError] = useState(false)

4 const [error, setError] = useState("")

5 const [cid, setCid] = useState("")

6 const [ipfsLink, setIpfsLink] = useState("")

7
8
9

const triggerUploadInBackgroundScript = () => {
chrome. runtime.sendMessage({ message: "upload" }, (res) => {

10 const { cid: _cid, websiteUrl, error } = res;

11 setError(typeof error === "object" ? error.message : error)
12 setIsError(!'!error)

13 if (lerror && cid) {

14 const cid = {

15 seedUrl: cid,

16 websiteUrl: websiteUrl

17 }

18 setCid(_cid)

19 store.cids.push(cid)

20 setIpfsLink( ${store.gatewayUrl}${ cid}")

21 } else {

22 setIpfsLink("")

23 }

24}

25 }

26 return (

27 <div className="extension">

28 [...]1 // hl tag

29 <button onClick={triggerUploadInBackgroundScript} type="button">
30 Upload this page

31 <LuHardDriveUpload id="upload-icon" />

32 </button>

33 [...] // Buttons to seed page and settings page
34 {(ipfsLink && !isError) && (

35 <a href={ipfsLink} target=" blank" rel="noreferrer">
36 {cid}

37 </a>

38 )}

39 {isError && <p>{error}</p>}

40 </div>

41 ) }

Listing 3: Code snippet of the requests sent from the pop-up script.
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Explanation:

Line 1: Defines the Home functional component, which takes an object as its parameter.
The component has the property setPath, which is a function that accepts a string argument
and returns void.

Line 2: Defines a function that changes the path using the setPath function passed down
as a property.

Line 3 - 6: Declares state variables using React’s useState hook:
» isError: Tracks error occurrence.

» error: Stores error messages.

» cid: Stores content identifiers (cid).

» ipfsLink: Stores the link for IPFS uploading.

Line 8 - 9: The triggerUploadInBackgroundScript function sends a message to the
background script of the Chrome extension. This message contains a property message
set to “upload”. The second argument is a callback function res that handles the response
received from the background script.

Line 10: Extract properties from response object res and assign to variables _ cid, website Url
and error.

Line 11: Sets the error state variable. It checks if the error is an object, and if so, it sets
the error message, otherwise, it sets the error directly.

Line 12: Sets the isError state variable to true if an error exists (!lerror converts the
truthiness of error to a boolean value), otherwise, it sets it to false.

Line 13 - 17: This conditional block checks if there is no error and _ cid“ exists and creates
an object “cid” with properties.

Line 18 - 19: Sets the cid state variable to “_cid” and pushes cid object into an array
named cids within store object.

Line 20 - 22: Sets the ipfsLink state variable by concatenating the store.gatewayUrl with
_ cid or else sets it to an empty string.

Line 27 - 41: The HTML content is rendered.

Line 29: Defines a button with an onClick event, set to the triggerUploadInBackground-
Script function. When clicked, this button initiates the upload process by sending a message
to the background script.

Line 34 - 39: Checks if ipfsLink exists and there is no error, an anchor is rendered with an
IPFS link, or else an error message is rendered

The background script has a function with a listener within a Chrome extension, which

responds to the message “upload” from the triggerUploadInBackgroundScript function.

Whereafter an asynchronous function, backupAndUploadTolpfs is executed. The function

will be elaborated in the next section.
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7.4.1 Retrieve DOM

In order to comprehensively archive web content, our solution requires the preservation of not
only the HTML file but also the accompanying images, links and CSS stylesheets. This fulfills
requirements 6 and 7. These links will be stored in an array dowloadQueue, whereafter they
will be processed into a function which will download the links, thereby fulfilling requirement
3. First of all, The background script needs to retrieve the DOM from the currently active
tab, by communicating with the content script. The following code is the backup AndUpload-
Tolpfs function from background/index.ts, which initiates the backup and upload process of
a webpage’s HTML content to the IPFS network.

const backupAndUploadToIpfs = async () => { ETypeScript

1

2 let error = ""

3 let cid = ""

4 let websiteUrl = ""

5 let isError = false

6 chrome.tabs.query({ active: true, currentWindow: true }, (tabs) => {
7 chrome. tabs.sendMessage(

8 tabs[0].1id,

9 { message: "fetch-dom" },

10 async (response) => {

11 try {

12 downloadQueue.length = 0

13 const dom = response.dom

14 const origin = response.host

15 websiteUrl = response.url.replace(/~https?:\/\//, "")
16

17 await addExternallLinksToQueueAndRefactorVirtualDom(dom, origin)
18 await downloadEntireQueue()

19

20 const size = downloadQueue.reduce((acc, curr) => acc + curr.blob?.size,
21

22 if (size > 1024 * 500) {

23 [...]1 // File size too large

24 } else {

25 cid = await uploadToIpfs(dom)

26 }

27 } catch (e) {

28 [...]1 // error

29 PP

30

31 while (cid === "" && !isError) {

32 await sleep(200)

33 }

34 return { cid, error, websiteUrl }

35 }

Listing 4: Code snippet of the background script function backupAndUploadToIPFS which
fetches the website and adds the links to be downloaded to a queue
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Explanation:

Line 1: defines function backupAndUploadTolpfs
Line 2 - 5: initialize variables

Line 6: utilizes the Chrome extension API to query for active tabs in the current window.
The parameters ensure that the only active tab in the current window is queried. The method
accepts a callback function tabs

Line 7 - 9: Send a message to the active tab to fetch the DOM
Line 10: asynchronous function that takes the object response as a parameter.

Line 11 - 15: Try block, where the download queue is reset, and the dom, origin and
websiteUrl are extracted from the DOM.

Line 17: await addExternalLinksToQueueAndRefactorVirtualDom function, which
prepares the download queue by traversing the virtual DOM and extracting external links.
The function will be elaborated in the next section.

Line 18: await downloadEntireQueue function will download links from the global array
dowloadQueue.

Line 20 - 27: Check if the file size exceeds the limit else Upload DOM to IPFS and get
content identifier (CID). The catch block will handle errors.

Line 31 - 34: Wait until cid is populated or an error occurs and return results.

7.4.2 Download links from html
The process of traversing the DOM to extract the links is encapsulated in the function addEx-
ternalLinksToQueueAndRefactorVirtualDom.

1 const addExternallLinksToQueueAndRefactorVirtualDom = async (
2 domString: string,

3 origin: string

4 ) = {

5 const dom = makeVirtualDOM(domString)

6

7 const promises = dom.children.map((child) => {
8 return traverseVirtualDOM(child, origin)

9 1)

10

11 await Promise.all(promises)

12 }

Listing 5: Code snippet of the background script function addExternalLinksToQueueAndRefac-

torVirtualDom which does as the name follows

Explanation:

Line 1 - 3: Defines async addExternalLinksToQueueAndRefactorVirtualDom func-
tion with parameters domString and origin.

Line 5: since the DOM is retrieved as a string from the content script, the DOM will be
made into an object by the function makeVirtualDOM

41



e Line 7 - 8 maps over the children of the parsed document and creates an array of promises
by calling traverseVirtualDOM function for each child

e Line 11: Awaits for all promises in the array, this ensures all the promises are resolved before
proceeding further.

7.5 Packaging of Web Content

The implementation will incorporate an algorithm to navigate through the Document Object
Model (DOM). Given that the DOM exhibits a hierarchical tree-like structure, leveraging
recursion presents a natural choice for optimization. The recursive algorithm harmonizes with
the inherent tree structure of the DOM, offering an efficient and intuitive approach to traversal
that optimizes both performance and code clarity. The function TraverseVirtualDom asynchro-
nously traverses a virtual DOM tree and identifies specific attributes within the tag of nodes.

1
2 const traverseVirtualDOM = async (node: ParsedChildNode, origin = "") => {
3 if (node.type === "tag") {

4 const attributeToReplace =

5 node.name === "img" ? "src" : node.name === "link" ? "href" : null;
6

7 if (attributeToReplace) {

8 for (let index = 0; index < node.attributes.length; index++) {

9 const attribute = node.attributes[index];

10 if (attribute.name === attributeToReplace) {

11 let url = attribute.value;

12

13 [...]1// Check wether or not its a valid URL using the URL constructor
14

15 const fileType = url.split(".").pop();

16 const hashedUrl = await sha256HashString(url);

17 const newFileName = hashedUrl; // ${hashedUrl}.${fileType}"

18

19 downloadQueue.push({

20 url,

21 newFileName,

22 originalUrl: attribute.value,

23 s

24 P}

25 }

26 }

27 if (node.children) {

28 const promises = node.children.map((child) =>

29 traverseVirtualDOM(child, origin),

30 )

31 await Promise.all(promises);

32 'k

Listing 6: Code snippet of the background script function traverseVirtualDOM which finds all
links and replaces them with Hashed paths
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Explanation:

line 2: Defines the function TraverseVirtualDom

Line 3 - 4: Defines the constant attributeToReplace. This checks if the node type is a tag
and checks whether the attribute is an image. If so it sets the attributeToReplace equal to
src. If the attribute is not an image, it checks if the attribute is a link and if so it sets the
attributeToReplace to href. Otherwise, there is no attribute to replace and the value is set
to null.

Line 6 - 12: Checks if there is an attribute to replace. The for loop iterates over the number
of attributes for a node, and checks if the attribute needs to be replaced.

Line 13: Checks if the URL of the attribute represents a valid URL. If not valid a new URL
is constructed by appending the origin onto the relative path.

Line 15: Extracts the file type from the URL by splitting it at the “” and taking the last part.

16 - 17: After processing the URL, the hash value of the URL is calculated based on the
hashing algorithm SHA-256. The folders each of the URL will be removed. Therefore, the
hashed value serves as a safeguard against files having the same file names but different
paths associated with them. This hash value is utilized to create a new path name for
the corresponding attribute value, facilitating efficient replacement when all the files get
downloaded.

Line 21 - 22: Finally, it pushes an object into a downloadQueue array containing
information about the URL, the new file name, and the original URL.

Line 27 - 30: Check if current node have children, and then recursively calls the traverVir-
tualDOM.

Line 31: Promise waits for the traversal of the whole DOM

7.6 Upload Web Content

Centralized servers can limit content accessibility and face outages. IPFS, a decentralized

storage solution, tackles this by replicating data across a network. This offers resilience,

censorship resistance, data integrity, and efficient distribution.

The function uploadTolpfs implements the functionality to upload web content, specifically
an HTML file and its associated resources to the IPFS network. This fulfills our third Must have
requirement for ensuring content distribution and accessibility across a distributed network,

independent of any centralized server.
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1 const uploadToIpfs = async (dom: string) => {
2 try {

3 [...] Logs the contents of the downloadQueue array.
4

5 dom = replaceLinksInDom(dom)

6 dom = removeScriptTags(dom)

7

8 const folderName = await sha256HashString(dom)
9

10 const form = new FormData()

11

12 for (const file of downloadQueue) {

13 if (!'file.blob) continue

14 form.append(

15 “${folderName}/${file.newFileName} ",

16 file.blob,

17 “${folderName}/${file.newFileName}"

18 )

19 }

20

21 form.append (

22 “${folderName}/index.html",

23 new Blob([dom], { type: "text/html" }),

24 “${folderName}/index.html"

25 )

26

27 const fileRes = await fetch("http://127.0.0.1:5001/api/v0/add?pin=false", {
28 method: "POST",

29 body: form

30 1)

31

32 const data = await fileRes.text()

33 const fixedData = fixJsonFormat(data)

34 const parsedData: ResponseData[] = JSON.parse(fixedData)
35

36 return parsedData[parsedData.length - 1].Hash
37 } catch (e) {

38 [...] print out a error message and the error
39 }

40 }

41

Listing 7: Code snippet of the background script function uploadTolpfs which takes all the files
and uploads them to IPFS
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Explanation:

Line 1: Defines the asynchronous function uploadTolpfs, which takes a string dom repre-
senting the contents of a DOM (Document Object Model).

Line 5-6: Modifies the DOM by replacing links and removing script tags using helper
functions replaceLinksInDom and removeScriptTags respectively.

Line 8: Generates a hash value (folderName) for the modified DOM using the SHA-256
hashing algorithm.

Line 10: Creates a new instance of FormData, which is used to construct a set of key/
value pairs representing form fields and their values.

Line 12-24: Iterates through each item in the downloadQueue array and appends the
corresponding files to the FormData object. Each file is appended with a unique key derived
from the folderName and the file’s new filename. Additionally, the modified DOM itself
(index.html) is appended to the form data.

Line 27-29: Sends a POST request to an IPFS node running locally with the constructed
form data. Upon receiving a response, it parses the JSON data and logs the IPFS links for
each uploaded file.

Line 32 - 34:Process the response from the IPFS node and uses an helper function
fixJsonFormat() to fix potential JSON formatting issues.

Line 36: Returns the IPFS hash of the uploaded files, which is the hash of the last file
uploaded.

Line 37-38: Catches any errors that occur during the upload process, logs a failure message,
and prints the error details.
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7.7 Settings

The pivotal functionality of the Chrome extension is its communication between the different
scripts, and updating the states of the components. The feature on the settings page demon-
strates the seamless communication and synchronization of state management between different
scripts. The Chrome extension has a feature that allows user to choose their own IPFS gateway,
which was described in section 6.4. When the user adjusts the IPFS gateway setting, the
application’s store undergoes an update to reflect this change. Subsequently, this update store
information is utilized across various scripts within the application architecture.

1 export const Settings = ({ setPath }: { setPath: (string) => void }) =>
2 const snap = useSnapshot(store);

3 const [saved, setSaved] = useState(false);

4 const [timer, setTimer] = useState<number | null>(null);
5

6 [...]1 // back to home page

7

8 const changeGatewayUrl = (e) => {

9 store.gatewayUrl = (e.target.value);

10 setSaved(false);

11 [...] // timer to save in input field

12 };

13

14 useEffect(() => {

15 return () => {

16 if (timer) {

17 clearTimeout(timer);

18 }

19 bt

20 }, [timer]);

21 return (

22 [...]1 // rendered HTML
23 );

24 };

25

Listing 8: Code snippet of the settings page found in settings.tsx
Explanation:
¢ Line 1: React component, takes prop setPath which is function for navigation

e Line 2: Initialize snapshot of the store, using the useSnapshot hook imported from Valtio.
This allows the component to access the state stored in store.

e Line 3 - 4: Initilize two state using useState hook imported from React. The state variables
are:
» saved: boolean to keep track of changes that have been saved
» timer: manage a timer for displaying a “Saved” message after a delay

e Line 7: function helps to navigate back to the homepage
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Line 8 - 10: defines function changeGatewayURL that updates gatewayUrl property in
the store object, when input value changes. It sets saved state to false, which is used to

manage a timer
Line 11: Conditional statement to check if the timer is active

Line 14 - 20: useEffect hook sets up to clean up function, which is responsible for clearing
the timer, whenever a component is removed from the Ul, and its DOM elements are deleted
from the document or the timer state changes. It checks if the timer is currently active, if
so the clearTimeout function is called to clear the timer.

Line 21 - 22: render a form with an input field for editing the gateway URL and display a
“Saved” message
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8 Testing

To ensure that the proposed solution is viable and works as intended, tests had to be done.

The group have used various techniques to ensure that the solution works as intended such

as unit tests.

To ensure that uploading IPFS data works correctly a testing software named

“Insomnia” is used.

8.1 Unit tests
Testing utility function used throughout the code base is a vital step in insuring program

integrity. Normally one would do unit tests for near all functions in a code base. For testing 3

different utility functions where chosen for testing to make sure their output is as suggested.

The code was also written using TypeScript leading to type-safety throughout the program.

fixJsonFormat

This function is supposed to fix a broken JSON format the code recieves as a response from

IPFS.
{

"Name" : "1fcfb3eb5ce21ff321af7d30e2a44a95ff249cad762f5fcee87c8d9fd37354ba/
ed915bf9134ffc344a2eblbba99768bf63f04edlec3e9a7b5c51114825ac5a90",

"Hash":

"Size":
H

“"Name" :

"Hash":

"Size":
}

"QmZq7uRL9rGhpzbaglLo45ufDw3RsPSmMR2AEWSWvtnAfhYY",
"2426"

"1fcfb3eb5ce21ff321af7d30e2a44a95ff249cad4762f5fcee87c8d9fd37354ba/71d72662bb4170ef930a4

"QmZmGE6q4H0S1yj67d4QN9gFRDaygcIxsQmX3yhyR4GnV8",
"1695"

Listing 9: Example of broken JSON format

In Listing 9 an example of the broken JSON format received from IPFS is presented. The fault

of this JSON

is no comma

format is that it does not start and end with square brackets [|, furthermore there
(,) between the curly brackets {}.

To test fixJsonFormat it was put through different cases of broken JSON strings. The result
was then checked for JSON compatibility with different test cases listed further below in Table 4

[

"Name": "1fcfb3eb5ce2lff321af7d30e2a44a95ff249ca4762f5fcee87c8d9fd37354ba/
ed915bf9134ffc344a2eblbba99768bf63f04edlec3e9a7b5c51114825ac5a90",

{
"Hash":
"Size":
A
"Name" :
"Hash":
"Size":
}

"QmZq7uRL9rGhpzbaglLo45ufDw3RsPSmR2AEWSWvtnAfhYY",
"2426"

"1fcfb3eb5ce21ff321af7d30e2a44a95ff249cad4762f5fcee87c8d9fd37354ba/71d72662bb4170ef930

"QmZmGE6q4H0oS1yj67d4QN9gFRDaygcIxsQmX3yhyR4GnV8",
"1695"

Listing 10: Example of correct JSON format

To test the function different unit tests where made.
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Test name Passed

Multiple elements file Yes

Single element file Yes

Check if Length is preserved | Yes

Correct elements returned Yes

Can handle empty strings Yes

Table 4: Unit tests for fixJsonFormat

In Table 4 the different tests for fxJsonFormat are displayed and the result. To conclude
fixJsonFormat is successfully able to format the respond from IPFS into correct JSON format.

removeScriptTags Adding reactive elements to the copied website was out of scoped so
the program needed an easy way to remove all reactive and script components. For this
removeScriptTags was created. Testing this function includes sending a mock HTML file/
string through the function and check if any scripts reside.

The function succesfully passes the test that was made for it, but sometimes it results in an
error. This error is due to whitespace between element tags not matching between the result
and the expected result. These errors will be overlooked since whitespace between element tags
does nothing in HTML.

sha256HashString

Testing this function was done alongside using a online webtool, which could also hash string
into sha256. Running the same string through the online tool and comparing that to the output
of the function should lead to an equal output.

The function was tested through multiple strings of different lengths and compared to the
webtools results. These tests all concluded with the hash being an exact match.
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8.2 Insomnia
Insomnia is a software that can be used for testing, debugging, and mocking API’s. [81]

In this project, Insomnia was used to test the interaction between IPFS and the extension.

[ ] Insomnia

Q Search.. #P @ gade1201@gmail.com w
POST  http://127.0.0.1:5001/api/v0/add B 28ms | eos 22 Days Ago ~

O ®:

Parameters | 4 Multipart [ 1] = Auth « Headers Pre-request { Preview v Headers | 9 Cookies Timeline Mock Response
14
URL PREVIEW 2 "Name": "funny-monkey.jpeg",
http://127.0.0.1:5001/api/v0/add?chunker=size-262144&hash=sha2-256&inline-limit=32&p - 3 "Hash": "QmaGs7GaCdvnxsbJmVRAkcAuqFyBGQTC8rqfQoZDLedVTV",
in=false e 4 "Size": "7286"
5 }
QUERY PARAMETERS © Bulk Edit
Add Delete All Toggle Description
AL ]
-8 T
(L ]
-8 @
~ 8T
-8 @
]
chunker size-262144 v o
- 8@
- B

PATH PARAMETERS

@ Path parameters are url path segments that start with a colon "' e.g. ":id' X

o & Preferences @ online Made with @ by Kong

Figure 14: Insomnia IPFS testing

In Figure 14, a screenshot of Insomnia can be seen. In the screenshot, a sample picture was
uploaded to IPFS using Insomnia. After the image was uploaded, IPFS gave a response with a
hash. The hash could then later be looked up and confirmed to be uploaded correctly.
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[ ] [ ] Insomnia

Generate Client Code

JavaScript v fetch » Copy to Clipboard

const form = new FormData();
form.append("file", "/Users/gaden/Downloads/funny-monkey.jpeg");

3

4~ const options = {
5 method: 'POST',
5

6 headers: {'content-type': 'multipart/form-data; boundary=---011000010111000001101001"'}
7 %

8

9 options.body = form;
10

1 fetch('http://127.0.0.1:5001/api/v@/add?chunker=size-262144&hash=sha2-256&inline-

pin=false', options)
12 => response.json())
13 => console.log(response))

console.error(err));

* Code snippets generated by httpsnippet m

Figure 15: Insomnia code generation

After the upload was confirmed to be uploaded correctly, Insomnia was used to generate the
sample code. In picture Figure 15, the generated code can be seen.

This way of development allows for testing the code before implementing it and gives certainty
that the API is implemented correctly and working as intended.
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8.3 Manual testing with developer tools

After the API calls were tested and implemented, the solution itself had to be tested. Multiple

techniques were used for that.

Console Sources Network Performance Memory Application Q2 @ :
® @ Y Q Preserve log (] Disable cache Nothrotting v = & 4 Y
Filter O Invert (O Hide data URLs () Hide extension URLs

All Fetch/XHR | Doc | CSS JS  Font Img | Media Manifest

[ Blocked requests () 3rd-party requests

WS || Wasm || Other | (] Blocked response cookies

| 10 ms 20 ms 30 ms 40 ms 50 ms 60 ms 70 ms 80 ms 90 ms 100 ms 1101
|

Name X Headers Payload Preview Response Initiator  Timing

[} & m=cdos,hsm,jsa,mb4ZUb,d,csi,cEt90b,... - " "Size": "2426"

[] @ rs=AA2YrTs74be_nlol4pEoaS7eJYnNYp... 2 "Name": "638f509b8f1e2755e339¢C50625c4991df0c94293403ebfa5461a1192¢

|_ ® AF2bZyhodrW2fBp1ZQBfZWu1lHzgC-D... - "Hash'": "QmZmGE6gq4HoS1yj67d4QN9gFRDaygcIxsQmX3yhyR4Gnv8",

[ @ googlelogo_color_272x92dp.png - v Size": 1695

[5] ® m=sylav,P100wf,sy19h,sy19j,gSZvdb;s... 3 "Name": "638f509b8f1e2755e339cc50625c¢49f91df0c94293403ebfa5461a1192¢

[©] & m=syf6,aLUfP?xjs=s3 - "Hash": "QmREd8yKi56EN3KGuD8VGYyj1LdFGFNpPpEDL4igt9fI9M",

[©] @ m=kMFpHd, sy8v,bm51tf?xjs=s3 : M Size': "1480

{7 @ add?pin=false 4 "Name": "638f509b8fle2755€339¢c50625¢49f91df0c94293403ebfa5461a1192¢
- "Hash'": "QmYYJRitrM9tjwWlj2mCZKnZWEQK4u7MG9ovYmG8RECoUUa",
- "Size": "13515"
- H
5 "Name': "638f509b8f1e2755e339¢cc50625¢49f91df0c94293403ebfa5461a1192¢
- "Hash'": "QmUBXWKC6KJADzfHzZTLyfGmIRKMNuLmpbINBb8Fo4KpeN",
- "Size'": "20419"
- H
6 "Name': "638f509b8f1e2755e339cc50625c49f91df0c94293403ebfa5461a1192¢
- "Hash'": "QmaSinopuhy79MKokSAoEkJ92UTb3QeyFyZKQZW1pblvyM",
- "Size'": "1584"
- H
7 "Name': "638f509b8f1e2755e339cc50625c49f91df0@c94293403ebfa5461a1192¢
- "Hash'": "QmRCw6UezqMQFYcc9RVRs1kAsAX28WZIoyW7SeMY85sdkf",

8requests 2.3 kBtransferred 1.8kBresc {J}

Figure 16: Chrome Developer Tools

In image Figure 16 the solution can be seen tested using chrome developer tools. After clicking
the “backup” button on any arbitrary website, the network requests within the extension are
inspected. The extension can be seen downloading all the resources on the site, followed by a

single upload request to IPFS.

The extension shows the ability to download and upload most webpages. However, during

testing, some sites were found to be too large to be uploaded to IPFS in a single request.

This proved the testing useful and showed improvements to be implemented in the future.
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9 Discussion
The proposed solution fulfills a lot of the requirements listed in the requirements section.
However, there are downsides to the solution.

0.1 Peers

In a decentralized architecture, no single entity is responsible for storing the data, which poses
a new problem: if all peers stop seeding, the backup will become unavailable. One potential
solution is to have an organization seed all the links created through our extension, although
this might turn the system into a more centralized one. However, clients who wish to back up a
link forever have the option to take responsibility for seeding themselves. This hybrid approach
allows for both decentralized and centralized elements, potentially balancing reliability with
user autonomy.

0.2 Helia vs Kubo

The initial idea was to have a Chrome extension with all the functionality built-in. For the IPFS
uploading process, the group decided to use Helia since it can run in a web environment. Unfor-
tunately, Helia was throwing many errors that could not be solved within the project’s scope.
Instead, the group settled on using Kubo. Kubo does not run in a development environment
and runs as an executable on the user’s machine. The Chrome extension then connects using
an HTTP API to Kubo.

While this solution works, it requires users to undertake a cumbersome setup process, which is
not ideal. Simplifying this setup would have been a significant improvement if more time had
been available.
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9.3 Assessing the requirements
To determine whether or not the solution has fulfilled the goals of the project, the requirements
from section 4 will be assessed.

Identifier | MoSCoW Requirement Status

1 Must have A web-based front end Fulfilled

2 Must have Download the HTML of a webpage to | Fulfilled
main memory

3 Must have Upload the webpage to a decentralized | Partially Fulfilled
network

4 Should have Allow other user to share uploaded web- | Fulfilled
pages

5 Should have Share the HTML file as a static webpage | Fulfilled
on a decentralized network

6 Should have Include images from the webpage in the | Fulfilled
uploaded content

7 Should have Include CSS from the website in the | Fulfilled
uploaded content

8 Should have Make it possible to stop sharing specific | Not Fulfilled
uploaded content

9 Could have Include JavaScript in the uploaded con- | Not Fulfilled
tent.

10 Could have Include a progress bar for downloading | Not Fulfilled
content

11 Could have Upload a digital representation of the | Not Fulfilled
webpage

12 Will not have | Allow an organization to easily share all | Not Fulfilled
uploaded webpages

13 Will not have | Website interface with list of all previ- | Not Fulfilled
ously generated links

14 Will not have | Automatically upload and create links | Not Fulfilled
for visited webpages

15 Will not have | Compression of webpage content Not Fulfilled

16 Will not have | Upload all webpage links referenced on | Not Fulfilled
the uploaded webpage

Table 5: Reassessing MoSCoW requirements. Green means implemented, yellow means partially

implemented, red means not implemented.
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Must have

All three “Must have” requirements for the solution have been fulfilled. The extension has a web-
based front end in the form of a Chrome extension, thereby fulfilling requirement 1. In addition,
by using the chrome extension it is possible to download the HTML of a webpage to main
memory (requirement 2), and upload the webpage to a decentralized network (requirement 3).

Requirement 3 is only partially fulfilled since not all websites can be uploaded to IPFS due to
the max file size limit on the protocol.

Should have

Most “Should have” requirements have been fulfilled. The extension can successfully download
a webpage along with its styling and images and share it using a decentralized network
(requirements 4, 5, 6, and 7).

Could have
None of the proposed features in the category have been fulfilled.

Will not have
As the category implies, none of the features in this category have been implemented although
as will be mentioned in the future works section implementing some of them might make for a
better product.

Although the most important requirements were fulfilled, the implementation can still be
improved upon. The requirement with the highest need for improvements is the backup and
upload algorithm. It works on some sites, but sites that go beyond the block limit of IPFS do
not work. This makes it a high priority for future work.
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9.4 Future Work

The final product fulfilled many of the requirements mentioned in the MoSCoW requirements
but not all. Additionally, throughout the project, multiple possible improvements were discov-
ered but did not get implemented. Some of these improvements are listed down below. These
improvements vary wildly in what they improve on, being either Ul, UX, or simply code
optimization.

One of the biggest thresholds of the solution is that currently only a file size of 500 kB or less
can be uploaded. This is due to the IPFS system having a block maximum capacity of 500 kB.
This is not optimal since many webpages take up more space than 500 kB and can therefore
not be uploaded as a complete webpage. In this case, only the HTML file is uploaded and the
CSS and images are discarded. To improve upon this would be splitting the webpage sources
into different CID’s and referencing them through an IPFS gateway. This would be a huge
update to the solution since many webpages have a file size of more than 500 kB. One limiting
factor of this solution would be the webpage losing its sources/media if the gateway ever closed.
Implementing this would also require a larger refactorization of the codebase but it is definitely
a great improvement compared to the current solution.

Another improvement for the current solution is to implement Helia correctly to allow the
extension to work independently. The state of the solution is currently that you can not pin
your upload without downloading IPFS desktop resulting in your uploads to be deleted from
IPFS. This makes for the extension to be rather impractical since you have to download and
configure IPFS desktop with the correct settings to be able to pin your upload. Implementing
Helia will therefore be a great improvement since it removes the need to download and set up
IPES desktop.

Lastly, having a centralized server seeding all content uploaded through the extension would
help ensure that links would not die as long as the centralized solution is in operation. This
would be an addition to the current system and would therefore act as a buffer for users’ own
seeding of their content. This would be particularly helpful in the extension’s early phases where
it has a small user base.
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10 Conclusion

The primary focus of this project, as identified in Chapter 2, stems from the inherent challenges
of preserving digital content. Link-rot is a phenomenon, where links stop working and disrupt
the flow of information searching as well as undermining the credibility of digital content. This
chapter led to the formulation of the following problem statement:

“How can we develop a resilient webpage preservation system to mitigate the risks of link-
rot, ensuring the sustained accessibility and integrity of the linked content?”

Based on the problem statement MoSCoW requirements were set up and based on these and
further investigations into the potential technologies available, it was decided that the solution
to the problem statement would be a Chrome extension. Implementing the solution as a Chrome
extension enables seamless preservation of web content directly from the user’s browser. By
allowing users to upload and manage their digital content independently of centralized servers,
the application promotes a more resilient digital ecosystem.

The solution was put through several tests that confirmed its ability to reliably store and retrieve
web content across decentralized nodes. However, the tests also identified potential challenges,
such as dependency on network activity and the need for sustained community support to
maintain data availability in the long term.

As the project progresses, future developments may include enhancing the user interface and
extending browser compatibility. These improvements will ensure that the solution addresses
more than just the technical aspects of link-rot but also aligns with users’ needs and practical
usability.

In conclusion, the problem statement have been addressed, by tackling the critical challenges of
preserving digital information through the development of a Chrome extension that leverages
a decentralized storage solution (IPFS). This approach combats link-rot, a major threat to
long-term web accessibility. By empowering users to independently archive web content, the
extension promotes a more resilient digital ecosystem and ensures the continued availability of
valuable information for future generations.
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