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Abstract

In real-world and safety-critical environments, adversarial perturbations to sensor observations
can cause Reinforcement Learning (RL) agents to behave unpredictably. To address this, we
propose TRIDENT, a triple-headed reinforcement learning architecture that couples a recurrent
Proximal Policy Optimization (PPO) agent with an integrated observation-space perturbation
detector. A shared Long Short-Term Memory (LSTM) backbone feeds three heads: policy,
value, and a predictive detector that classifies if the current observation is perturbed or not
using a calculated residual. In training, Fast Gradient Sign Method (FGSM) attacks are applied
to observations in the Halfcheetah-v5 environment, and in inference the detection accuracy is
evaluated. Benchmarks show strong robustness under attack: our trained agent maintains high
and stable rewards with detection accuracy near 98%, whilst heavily outperforming a baseline
PPO that degrades and exhibits high variance. In clean conditions the baseline PPO exhibits
higher peak returns, revealing a trade-off where our method prioritizes stability and robustness.
Ablations indicate that recurrence is vital for learning features that support both control and
reliable detection, while the detection head successfully identifies attacks without substantially
degrading performance.

Disclaimer: Generative Al tools were used to assist with grammatical correction and text formulation in
this paper. Furthermore it was also used for assistance during code development.
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1 Introduction

Deep Reinforcement Learning (DRL) has seen
major progress in recent years. Notably, Deep
Q-Networks (DQNs) enabled agents to learn
Atari games directly from raw pixels |1]. Since
then, DRL methods have been successfully ap-
plied to continuous-control benchmarks based
on the MuJoCo physics simulator, where algo-
rithms such as Proximal Policy Optimization
(PPO) achieve stable on-policy training [2]|. As
a result, DRL is now widely used for robotics,
autonomous systems and other real world con-
trol tasks. However, transferring policies from
simulation to the real world exposes them to
sensor noise, model mismatch, and uncertainty.
In safety-critical settings, even small state de-
viations can lead to unsafe behavior, making
it crucial to both detect and withstand these
variances [3].

Studies show that DRL agents are vulnerable to
deliberately crafted adversarial perturbations.
Small, norm-bounded input changes can dras-
tically alter network outputs [4]. Furthermore,
in RL, adversarial interference during interac-
tion can severely degrade performance or cause
total failure |3|. Several robust RL methods ad-
dress this by training against an explicit adver-
sary or optimizing for worst-case dynamics |3,
[5]. While these approaches improve policy re-
silience, they generally do not explicitly detect
attacks, treating robustness as a policy prop-
erty rather than a distinct capability that can
identify when perturbations occur. Alterna-
tively, anomaly detection methods in industrial
systems use recurrent models to predict obser-
vations, flagging large residuals as potential at-
tacks |6]. While these exploit temporal struc-
ture to identify perturbations, they are typi-
cally trained separately from the policy, compli-
cating their integration with online continuous
control.

Recurrent Neural Networks (RNNs), particu-
larly Long Short-Term Memory (LSTM), excel
at modeling temporal dependencies. Memory-
based control has been shown to improve per-

formance in partially observable and noisy en-
vironments [7]. This suggests that recurrent ar-
chitectures can be leveraged not only for control
but also for detecting adversarial perturbations
that disrupt normal temporal patterns.

Therefore the work on this paper focuses on two
problems:

e Developing a predictive head that can de-
tect when state perturbations occur (pri-
mary focus).

e Leveraging a shared recurrent backbone
so that policy, value estimation, and de-
tection are learned jointly, with the aim of
achieving robustness to adversarial state
perturbations.

We investigate whether integrating adversarial
detection directly into a recurrent DRL agent
improves robustness in continuous control. The
proposed algorithm, TRIDENT!, uses a shared
backbone recurrent PPO architecture where a
single LSTM layer feeds actor, critic, and pre-
dictive detection heads. The detection head
predicts the next observation and analyzes the
residual to identify adversarial attacks. The
agent is trained jointly under FGSM-based at-
tacks in HalfCheetah-v5 using a multi-objective
loss that combines PPO, value estimation, and
detection objectives.

2 Related Works

Given our primary goal, similar approaches
have been widely explored in prior research on
robust RL and adversarial state perturbations,
making it relevant to explore related works in
order to show how this project differentiates it-
self from existing research.

2.1 Adversarial Attacks

Qiaoben et al. [8] provides an analysis of ad-
versarial attacks on state observations in DRL.
They categorize various attack types, such as
targeted and untargeted perturbations, and
evaluate their effects across multiple RL agents.
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Their findings show that even small attacks in
the observation can degrade policy performance
significantly. Their study primarily character-
izes attack dynamics rather than proposing de-
fensive strategies. While these findings are fun-
damental for this project, our work extends the
idea of detection of adversarial attacks within
a model-free PPO framework.

2.2 Robust-oriented Approaches

Zhang et al. |9], investigates how to make RL
agents more robust to perturbations or attacks
on their observations. Their approach intro-
duces a regularization term during training that
stabilizes the policy under slightly perturbed
observations, thereby making the agent more
robust. This work is particularly relevant to
ours as their method is applied to the PPO
algorithm in a continuous action space, simi-
lar to the HalfCheetah-v5 environment used in
this project. Unlike their approach, our method
does not rely solely on regularizing the policy
but instead incorporates an explicit detection
mechanism that identifies when perturbations
occur.

Furthermore, Liang et al. [5] proposes a worst-
case-aware training framework that achieves ro-
bustness without explicitly generating adver-
sarial samples. Their method optimizes the pol-
icy under estimated worst-case conditions, ef-
fectively improving sample efficiency and gener-
alization to unseen perturbations. In contrast,
our approach incorporates a predictive detec-
tion head into PPO, allowing the agent to iden-
tify adversarial deviations online rather than re-
lying purely on worst-case policy resilience.

2.3 Detection Based Approaches

The approach proposed by Zizzo et al. |6] re-
sembles the predictive residual based detection
method explored in this paper, as it also in-
corporates a LSTM based prediction framework
for detecting adversarial perturbations. Their
model predicts the next sensor reading from
previous observations and uses the prediction

residuals as an anomaly score. Large residu-
als show that the observation no longer follows
the expected time-dependent pattern of the sys-
tem, indicating there might be an attack. The
authors evaluate their detector under gradient-
based perturbations such as Fast Gradient Sign
Method (FGSM), identical to the adversarial
attack used in this paper. While their frame-
work is designed for anomaly detection in static
monitoring systems rather than RL, the under-
lying methods and idea aligns closely with what
this paper proposes. Our model integrates a
predictive detection head into a recurrent PPO
with LSTM backbone that will predict the next
observation, compute a residual, and analyze it
using a dedicated neural classifier to estimate
attack probability. Unlike their work, which re-
lies on residual magnitude thresholding for of-
fline anomaly detection, our method learns a
residual-based decision boundary jointly with
the policy and value networks, thus allowing
for an online adversarial detection, and achiev-
ing robustness during interaction with the en-
vironment.

While these related works demonstrate im-
provements in robustness to adversarial inputs
and detecting them, our project differs by in-
tegrating a dedicated detection module directly
within the RL architecture. This detector lever-
ages temporal information from a recurrent
backbone to compare predicted and observed
states over time, allowing the agent to detect
perturbed states during interaction with the en-
vironment.

3 Preliminaries

3.1 Reinforcement Learning

Reinforcement learning formalizes sequential
decision-making as an interaction between an
agent and an environment, modeled as a
Markov Decision Process (MDP). An MDP is
defined by the tuple (S, A, p, R,7), where S is
the state space, A is the action space, p(s’,r |
s,a) is the transition probability function, R
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denotes the reward function, and v € [0,1] is
the discount factor [10]. The agent’s objective
is to learn a policy mg that maximizes the ex-
pected discounted return, expressed as:

o.9]
k
Z YV Rigk1
k=0

Vo(s) = Er, Sy =s

3.2 Proximal Policy Optimization

PPO is an on-policy RL algorithm that op-
timizes the policy through iterative updates
while constraining policy changes to maintain
training stability. PPO uses a clipped surrogate
objective that is formulated as a loss function
to be minimized [2]:

£CLIP(9) = — Et [mln (Tt (Q)At,
Clip(’l‘t (9)7 1- Eclip, 1+ 6clip)lzlt)]

where 74(0) = mg(a¢|st)/mo,,,(at]s¢) is the prob-
ability ratio and A, is the advantage estimate.
The policy parameters 6 are updated by mini-
mizing LEP(0) via gradient descent. Also, by
utilizing the clipping mechanism, large destabi-
lizing policy updates are prevented |2].

3.3 Generalized Advantage Estimation

Generalized Advantage Estimation (GAE) ad-
dresses the bias—variance tradeoff by combin-
ing information from k-step returns. It does so
using a temporal-difference approach parame-
terized by the discount factor v and the trace-
decay parameter Agar € [0,1] [11]. The ad-
vantage estimate is expressed as a discounted
sum of temporal-difference residuals 62;“ which
measure the error between the predicted value
and the 1-step bootstrap target:

ASAE(%AGAE) = Z (’7)\G’AE)l5XH
=0

Setting Agag = 0 yields low variance esti-
mates, while setting A\gag = 1 yields low bias
Therefore, an intermediate value
of Agar balances the bias-variance trade-off,
achieving optimal performance by combining
the benefits of both extremes [11].

estimates.

3.4 Adversarial Attacks and Robust-
ness in RL

A critical aspect of RL agents is their vulnera-
bility when transferred from simulation to the
real world, where policies may overfit to the
training environment and fail to generalize [3].
Adversarial attacks expose this weakness by
perturbing the observed state s; to produce a
manipulated version § = sy + §;, where &; is a
deliberately crafted perturbation. Robustness
can be achieved by training agents under such
adversarial condition or incorporation detection
and defense mechanism, that enables the policy
to remain stable under bounded perturbation
[9].

3.5 Fast Gradient Sign Method

Fast Gradient Sign Method is a single-step ad-
versarial attack designed to generate adversar-
ial examples that degrade agent performance in
neural networks. The attack operates by calcu-
lating the gradient of the model’s loss function
with respect to the input observation. It then
perturbs the input by a small magnitude epgsas
in the direction of the sign of this gradient,
which maximizes the loss and drives the model
toward a suboptimal control action. The math-
ematical formulation for generating the adver-
sarial observation § from a clean input s and a
target signal y is as follows:

S=s+ergsm -sign (Vs J(6,s,y))

where J(0,z,y) is the loss function, 6 repre-
sents the model parameters, and sign() opera-
tor specifies the direction in which the loss in-
creases |4].
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3.6 Long Short-Term Memory
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Figure 1: LSTM cell architecture.
from Figure 2 in [12].

Adapted

LSTM is a type of Recurrent Neural Net-
work (RNN) designed to retain information
over longer sequences. Standard RNNs struggle
with long-term dependencies due to the vanish-
ing gradient problem, where gradients shrink
during backpropagation and prevent meaning-
ful weight updates [13].

As shown in Figure [I, LSTMs address this by
maintaining two states: the cell state (¢;) for
long-term memory, and the hidden state (hy)
for short-term memory [14], [15]. Information
flow between these states is regulated by three
gates, each using a sigmoid activation to con-
trol how much data passes through (0-100%)
[15].

At each timestep t, the forget gate (f;) deter-
mines what to discard from the previous cell
state by combining the input x; with h;_1. The
input gate (i;) then decides what new informa-
tion to store, scaling a candidate vector ¢; gen-
erated by a tanh layer. The new cell state is
computed as:

et = fr-c—1+i- G

Finally, the output gate (o;) filters the cell state
through tanh to produce the new hidden state:

hy = o, - tanh(cy)

This gating mechanism allows LSTMs to selec-
tively remember and forget information across
many timesteps |14], [15].

3.7 Truncated Backpropagation
Through Time

Training RNN’s is a memory- and computation-
intensive process. This is because of the stan-
dard backpropagation algorithm Backpropaga-
tion Through Time (BPTT), which creates
long dependency chains for calculating gradi-
ents during training. Truncated Backpropaga-
tion Through Time (TBPTT) aims to solve this
by shortening the sequence and thereby the de-
pendency on long chains of gradients. TBPTT
introduces a new hyperparameter called & that
determines the length of dependency. k is the
number of timesteps through which gradients
are backpropagated. Thereby, the gradient up-
dates from the loss are only calculated from &
steps in chunks. [16]

TBPTT therefore becomes an approximation of
BPTT, since it does not handle gradient flow
over the entire sequence, but rather chunks of
size k. This makes the algorithm’s computation
order of magnitudes faster and less memory in-
tensive. However, the model’s learning becomes
directly dependent on the hyperparameter £,
limiting its ability to capture complex depen-
dencies beyond k timesteps. |16]

Page 5 of



4 Problem Statement

Current defenses against adversarial state per-
turbations in RL rely on training robust policies
or using separate detection mechanisms that
lack temporal context and require independent
training procedures.

We consider an agent receiving observations
St = s¢ + 0 (where ||0¢]|co < €rgsar) that must
jointly learn:

1. A policy mp maximizing E, [Z?io ytrt] un-
der attack

2. A detector dy : RY™S) — [0,1] that esti-
mates attack probability from prediction resid-
uals res; = §; — §;, where §; = g4(P;—1) is pre-
dicted from previous LSTM features.

We investigate whether integrating detection
into a recurrent control architecture improves
detection performance and training efficiency
by leveraging:

1. Temporal dynamics in the LSTM backbone
to identify attacks as prediction residuals

2. Shared parameters trained in a single opti-
mizer step.

5 Approach

5.1 Architecture Overview

Figure 2| below provides an abstract overview of
TRIDENT, showing how environment observa-
tions are processed through a shared recurrent
backbone, and thereafter passed through to the
policy, value and detection modules. Figure [2]
also shows the temporal structure of the algo-
rithm, including how features from the previous
timestep are reused for prediction and residual-
based detection. The following subsections de-
scribe each component in depth, with the com-
plete algorithm specification provided in Algo-
rithm (1| (see Appendix A.2).

5.2 TRIDENT

TRIDENT is built around a shared-backbone
architecture for deep robust reinforcement

learning (DRRL): a single LSTM backbone pro-
duces temporal representations that feed three
task-specific heads, namely an actor for policy
optimization, a critic for value estimation, and
a predictive detection head for identifying ad-
versarial perturbations.

The shared backbone structure offers two key
advantages in DRRL: (1) parameter efficiency
through weight sharing across all three tasks,
and (2) the detection head is expected to ben-
efit from features already optimized for con-
trol, rather than learning observation represen-
tations from scratch.

Unlike prior work that trains separate networks
and policies for different perturbations [18], our
architecture uses a single LSTM backbone that
supports multi-task learning for policy opti-
mization, value estimation, and adversarial ob-
servation prediction.

For FGSM attack detection, we introduce a pre-
dictive detection mechanism inspired by the one
used in [6]. This mechanism is based on the
idea that clean observations follow predictable
environment dynamics, while adversarial per-
turbations violate these learned patterns. Our
prediction head consists of two main compo-
nents: (1) an observation predictor gy that
maps LSTM features to predicted next observa-
tions, and (2) a residual analyzer dy that clas-
sifies an attack likelihood based on prediction
errors. In our implementation, given the fea-
tures ®; from the LSTM at time ¢, the pre-
dictor generates §; = g4(P;—1) using features
from the previous timestep, and the residual
analyzer computes the attack probability from
the prediction residual: res; = s; — §;.

5.3 Training Procedure

Training proceeds through a joint optimization
process of the four objectives: the PPO pol-
icy objective, value function loss, observation
prediction loss, and detection loss, which is a
combination of focal and prediction loss (see
Algorithm [1] for the complete algorithm). The
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Figure 2: Architecture overview. Images in the "Environment and adversary attack" section is

taken from [4],
total loss is:
ﬁtotal = EPPO + A’U Eval + Ad(ﬁfocal +0.1- Epred);

where Ay & A\, are weighting coefficients for de-
tection and value loss.

The multi-objective loss function combines
PPO, value estimation, and detection objec-
tives in a single optimization step. This joint
formulation allows the agent to learn shared
representations that support both control and
perturbation detection.

During rollout collection, we apply FGSM at-
tacks to the observation with a probability of
Pattack, Where attack gradients are computed as
mentioned in We store both clean and at-
tacked observations with labels. Training on
all observations, the prediction head’s goal is to
produce smaller residuals for clean states than
attacked states, enabling the residual analyzer
to detect attacks via error magnitude. The la-
bels are used to enable supervised learning for
the detection head.

In our predictive detection head, we com-

pute losses over a time-ordered sequence using
TBPTT. At each timestep ¢, we use features
from the previous step ®;_1 to predict the cur-
rent observation $;. The prediction loss is cal-
culated using mean squared error (MSE) across
all timesteps: Lpred = MSE(54, 54).

The detection loss uses focal loss and Binary
cross-entropy (BCE) to handle class imbalance.
BCE is defined as: BCE(yt, pt) = —[y: log(p:) +
(1 — yz)log(1l — pt)], which measures the dis-
crepancy between predicted probability p; and
true label y;. Focal loss extends BCE by
down-weighting easy examples and focusing on
hard-to-classify cases: Liocal = —au(1 — py)7 -
BCE(y, pt), where p; is the predicted prob-
ability of the correct class, «a; is the class-
dependent weighting factor that balances posi-
tive /negative examples, and v controls the fo-
cusing strength. Having a higher v increases
focus on hard examples.

As seen in Liotal, Lpred is weighted by 0.1 rela-
tive to Liocal, reflecting its role as an auxiliary
objective that improves residual signal quality
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without dominating the primary detection task.
To prevent detection training from interfering
with the primary RL objectives, features are de-
tached when computing detection losses, allow-
ing independent gradient flow for the detection
head. The model is optimized using Adam [19]
with gradient clipping, and observation normal-
ization is employed to stabilize training in con-
tinuous control environments.

5.4 Inference

We perform inference with the trained recurrent
agent in a forward-only manner i.e. no gradi-
ent updates are performed. At each timestep
the observation s; is normalized and passed
through the LSTM backbone to produce the
features ®; and an updated hidden state. The
actor outputs a deterministic action using the
policy mean p (tanh(u)) and the critic provides
a value estimate for logging.

For detection, the predictive head uses the fea-
tures from the previous timestep ®;_1 to pre-
dict the current observation §;. When the ac-
tual observation s; is returned, the two obser-
vations are both fed to the residual analyzer
which outputs the attack probability. The hid-
den states are reset both at the start and at the
end of each episode, then propagated between
timesteps. Detection outputs are logged and
evaluated, but are not used to alter the agent’s
actions during evaluation.

6 Benchmarks

6.1 HalfCheetah-v5 Environment

HalfCheetah-v5 [17] is a continuous control
benchmark from the MuJoCo physics simula-
tor featuring a planar two-legged robot. The
observation space is 17-dimensional, including
joint angles, angular velocities, and positional
information. The action space is 6-dimensional,
controlling torques applied to six joints. The
reward function encourages forward velocity
while penalizing control effort, creating a chal-
lenging locomotion task where small perturba-

tions to observations can significantly degrade
performance.

6.2 Attack Epsilon Robustness Analysis

To identify the detection threshold, we trained
models on FGSM attacks at epsilon values
ranging from € = 0.01 to € = 0.20 in increments
of 0.01, and evaluated each at its training ep-
silon. Detection accuracy is calculated as:

TP + TN
TP + TN + FP + FN

Accuracy =

where TP, TN, FP, and FN represent true pos-
itives, true negatives, false positives, and false
negatives.

Detection Accuracy vs FGSM Epsilon (5 runs)

1.04 @ Individual runs
== Mean * Std

0.8

0.6

Detection Accuracy

0.2

0.0

0100 0125 0150 0175 0200

FGSM Epsilon

0025 0050  0.075

Figure 3: Attack Epsilon threshold benchmark

Figure[3|shows the performance of five individu-
ally trained models with identical hyperparam-
eters, displaying the mean and standard devia-
tion across all attack epsilon values. Detection
accuracy remains high for ¢ > 0.11, maintain-
ing above 80% accuracy. Between ¢ = 0.06
and ¢ = 0.11, accuracy falls below 80% but
remains better than random guessing. Below
e = 0.06, performance drops to approximately
50%, indicating that the detector performs no
better than random guessing. This establishes
€ = 0.11 as the threshold for reliable detection.
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6.3 Benchmark

This benchmark will evaluate our agent’s
and baseline performance in
HalfCheetah-v5 under the following conditions:
a clean environment and one with FGSM at-
tacks (The attacks will have the same epggns
and probability as during training). As a point
of reference, we train a StableBaselines3 (SB3)
PPO agent [20], [21] with their own optimized
parameters and compare the mean episode re-
turn, stability and degradation under identical
attack settings. This benchmark will quantify
how much performance the attacks remove,
how effectively our detection preserves return,
and where our method stands relative to a PPO
baseline.

resilience

6.4 Comparison Study

As seen in section [6.4] below, in the attacked
setting, our adversarially trained model shows
robustness and consistent performance. It
achieves an average reward of 3963.06 &= 110.87
over 200 episodes, with a best of 4188.18,
worst of 3631.93, and a 97.53% detection ac-
curacy. In contrast, the SB3 model collapses
under the same FGSM conditions, averaging
712.66+539.22, with far greater variability and
occasionally negative returns, with a best re-
ward of 3544.61 and lowest of —182.91. Overall
our model delivers +3250.4 higher average re-
turn, a 456.09% increase.

In the clean setting, the trade-off becomes more
visible. The SB3 model prevails with a average
reward of 6395.84 + 2958.42, reaching a best of
8764.25 and lowest of —147.35, whereas our ad-
versarially model averages 4240.64463.63 (best
4393.19; lowest 4001.16), with a detection accu-
racy of 99.80%. Although our model is highly
stable compared to the SB3 model, it under-
performs by —2155.20 (—33.7%). These num-
bers suggest that our model prioritizes defense
and robustness at the cost of peak performance
when no attacks are present.

In conclusion, the comparison study demon-

strates that our approach improves resilience to
adversarial perturbations in maintaining high
returns and tight deviation under attack, but
sacrifices performance in clean settings. The
variances highlight stability versus peak return
as the central trade-off of our adversarial and
detection driven training.

6.5 Ablation Studies
6.5.1 Without LSTM

This study isolates the effect of the LSTM-
based predictive detection mechanism. We
compare agents using the full TRIDENT ar-
chitecture (LSTM backbone with prediction-
observation-residual detection) against a feed-
forward (FF) variant where the LSTM and pre-
dictive detection head are removed, and obser-
vations are fed directly into a detection head
with sigmoid activation to classify attack pres-
ence. We will compare the stability and final
performance under the same settings to assess
how much or little LSTM contributes to ro-
bustness and policy learning. This will reveal
whether removing recurrence degrades the ro-
bustness of TRIDENT or reduces peak reward,
essentially clarifying the backbone’s role.

To ensure a fair comparison, 5 training runs are
conducted for each configuration and then av-
eraged to account for the high variance within
DRL due to inherent randomness. All set-
tings remain identical between each training
run other than the LSTM backbone. In the
FF variant, observations bypass the recurrent
backbone and prediction mechanism, going di-
rectly to a sigmoid classifier that outputs attack
probability, removing the temporal prediction-
residual computation entirely. To control po-
tential systematic drift or variation in system
load the study is done in an ABAB pattern with
interleaved training runs.

As seen in Table [2] the results are evaluated
based on 2 primary metrics: episode reward and
detection accuracy. For each trained agent, 100
evaluation episodes are executed and then the
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Setting & Model Mean + Std Best Worst Detection Acc.
Attacked:  Ours (adv. trained) 3963.06 +110.87 4188.18 3631.93 97.53%
Attacked: SB3 PPO 712.66 & 539.22  3544.61 —182.91 -
Clean:  Ours (adv. trained) 4240.64 £63.63  4393.19 4001.16 99.80%
Clean: SB3 PPO 6395.84 4+ 2958.42 8764.25 —147.35 -

Table 1: Clean vs. Adversarial HalfCheetah-v5 performance.
Metric LSTM (Mean + Std) FF (Mean + Std) p-value
Average Reward 3314.73 + 718.19 3719.76 + 688.77 0.3893
Detection Accuracy 98.61% + 0.38% 92.39% + 1.39% 0.000011

Table 2: LSTM vs Feedforward Ablation Study Results. See table [ for data for individual

training runs.

mean reward and detection accuracy are cal-
culated. These results are then averaged across
the 5 runs per setup. In addition, Table[3|shows
the data for individual training runs. See Ap-
pendix [B| for more details.

Based on the results of the ablation study, there
is a clear difference between LSTM and FF
agents in terms of performance. The LSTM
agents achieved 98.61% detection accuracy with
very low variance, which significantly outper-
formed the FF agents (92.39%). The low p-
value (p < 0.001) confirms that the results are
statistically significant and outlines the impor-
tance of recurrence for detection accuracy. In
terms of average reward, the results showed
a minimal difference between LSTM agents
(3314.73) compared to FF agents (3719.76).
While the feedforward architecture results in
a higher mean, the p-value of 0.3893 indicates
that it is not statistically significant due to a
high variance in both results. The average re-
ward is therefore statistically comparable and
the LSTM architecture does not suffer from a
worse average reward, while achieving a higher
precision in detection.

6.5.2 With and Without Detection

This study compares the proposed architecture
with and without the detection head to evaluate

whether the detection mechanism negatively
impacts control performance. Both configu-
rations were trained for 4000 iterations under
identical conditions across 20 independent runs,
with each model evaluated for 100 episodes.

The model without detection achieved a mean
final 100-episode reward of 3704.90 + 968.55,
compared to 3214.44 4+ 1460.07 for the model
with detection. The difference of 490.46 in
mean reward (13.24% lower with detection) is
not statistically significant (p = 0.2299), indi-
cating that while the detection head may reduce
final performance, the difference is not substan-
tial, and may be different if the trainings were
run again.

The model with detection exhibited higher vari-
ance in final reward performance (1460.07 vs
968.55), suggesting potential training instabil-
ity. Additionally, the model without detection
achieved higher best-case performance (3942.49
vs 3530.47 mean best reward) and higher worst-
case performance (489.89 vs -28.84 minimum
reward). These findings suggest that the detec-
tion mechanism provides effective attack iden-
tification capability without substantially de-
grading overall task performance, though it
may introduce some variability in performance
outcomes.
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7 Limitations

Our approach faces several limitations. First
the predictive detection head introduces a com-
putational overhead since each timestep re-
quires a forward pass to produce the expected
next observation and a residual calculation
for comparison. Secondly treating the predic-
tion as an auxiliary objective requires careful
weighting. In our implementation the L,..q is
weighted by 0.1 to keep prediction secondary
to the classification signal and RL objectives.
Setting this weight incorrectly can drown out
the policy learning signal or leave the pre-
dictor too weak to produce a usable residual.
Third, the detection quality depends on the
residual threshold, meaning different thresh-
olds may not work optimally for different at-
tack strengths. Fourth, we have only tested
with FGSM applied to observations. Because
of this different attacks such as Policy Gradient
Descent (PGD) may fool the prediction model.
Furthermore action-space or rewards have not
been tested either. Fifth, balancing three ob-
jectives: policy optimization, value estimation,
and adversarial attack detection requires care-
ful tuning. The two coefficients A\, & Mg are
what balances this, meaning certain values may
produce worse results.

8 Future Work

8.1 Correction Module

While our detection mechanism identifies
FGSM perturbations, it does not include a cor-
rection module to clean observations after an
attack is detected. Coupling real-time detec-
tion with real-time correction could be valu-
able, though this was not the focus of the cur-

rent project.

8.2 Further Experiments

Several experimental directions remain for fu-
ture work. FEach model in our experiments
was trained and benchmarked on a single at-

tack epsilon. Training a single model on multi-
ple epsilon values simultaneously would reveal
whether the architecture can generalize across
different perturbation magnitudes.

Beyond epsilon variation, we only trained and
evaluated on FGSM attacks. Extending to
other white-box attacks such as PGD and to
black-box attacks would show how well our de-
tection mechanism generalizes to different at-
tack strategies.

Our evaluation was also limited to
HalfCheetah-v5. Testing on other MuJoCo en-
vironments would show how different observa-
tion dimensions and dynamics affect detection
accuracy and policy robustness. Adding sensor
noise to observations would further help assess
real-world applicability.  Our residual-based
detection relies on accurate observation predic-
tions, and sensor noise may increase residuals in
ways that get misclassified as attacks. Whether
this causes significant false positives in practice
remains unknown.

9 Conclusion

In this work we proposed a recurrent PPO-
based reinforcement learning architecture that
integrates a detection head based on the
method used in the work by Zizzo et al. [6].
By coupling a shared LSTM backbone with
an actor, critic, and detection head, the agent
learns both control, value estimation, and per-
turbation detection within a single model. Our
Benchmarks on the Halfcheetah-v5 environ-
ment show that this approach and architecture
yields robustness under FGSM attack, in that
the agent maintains a stable performance, while
also having detection accuracies near 98%, out-
performing a baseline PPO that collapses under
identical adversarial conditions.

These results further revealed a meaningful per-
formance trade-off. While our adversarially
trained model shows a substantially improved
stability and returns under attack, it sacrifices
peak performance in clean settings where a
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baseline PPO agent achieves higher rewards,
but with far greater instability. The ablation
studies highlight the importance of both the re-
current backbone and the detection head, show-
ing that recurrence is essential for learning tem-
porally consistent features, and that the detec-
tion head provides attack identification without
degrading control performance, while models
with detection exhibited greater training sta-
bility, though the underlying cause remains un-
certain.

Overall, our findings indicate that adversar-
ial detection can be integrated within a recur-
rent PPO architecture without compromising
control performance, offering a promising di-
rection for robust continuous control. Never-
theless, limitations remain regarding computa-
tional overhead, sensitivity to loss weighting,
and generalization to a broader variety of at-
tacks. Future work could address these limita-
tions by training across multiple epggys values
and evaluating in diverse environments, while
also exploring a correction module to actively
recover from detected attacks.
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A Detailed Algorithm Specifications

This appendix provides comprehensive algorithmic descriptions with detailed mathematical for-
mulations for the reinforcement learning architecture with integrated anomaly detection.

A.1 Mathematical Notation Summary
e &: Environment
e S A, H: State space, action space, and LSTM hidden state space
e dj: LSTM hidden dimension
e B: Batch size for mini-batch updates
e K: Number of training epochs per iteration
® Nieps: Number of environment steps collected per iteration
e 7y(als): Policy parameterized by 6 (outputs action distribution)
e 0,4 Stored parameters of old policy for PPO clipping
e Vp(s): Value function estimating expected return from state s
o Vyip: Clipped value function for PPO value loss

e fo(st, hi—1): LSTM backbone mapping observation and previous hidden state to features
and new hidden state: (S x H) — R% x H

e hy € H: LSTM hidden state at timestep ¢ (includes cell state)

e &, ¢ R%: Feature representation from LSTM at timestep ¢

® gy(®;_1): Observation predictor, predicts 8; from previous features ®;_;
e dgy(res): Residual analyzer, maps prediction error to attack probability
e D: Experience replay buffer

e Sp: Sequence batch sampled from buffer

e s;: State/observation at timestep ¢

e 3;: Attacked observation (§; = sy + 0; where ||0¢||co < €rGsnr)

® S.qw, Snorm: Raw and normalized observations

e a;,r: Action and reward at timestep ¢

e 5;: Predicted observation from gy (®;—1)

e res;: Prediction residual (res; = s; — §¢)

e y;: Binary attack label (0=clean, 1=attacked)

e A;: Advantage estimate using Generalized Advantage Estimation (GAE)
e R;: Return target for value function (R = A; + Vy(s;))
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5XH: Temporal difference error for GAE computation

r¢(0): PPO probability ratio mg(a|s;)/me,,,(at|st)

1A, 04 Mean and standard deviation of advantages (for normalization)
Tseq: Sequence length for Truncated Backpropagation Through Time (TBPTT)
erasm: FGSM attack perturbation bound

Dattack: Probability of applying adversarial attack during training

Ag: Weight balancing detection loss relative to RL losses

Ay: Value function loss coefficient (embedded in ¢;)

~: Discount factor for future rewards

Yfocal: Focal loss focusing parameter (set to 2.0)

Agag: GAE parameter for bias-variance tradeoff

a: Learning rate

ay, pr: Focal loss class weighting terms (o balances pos/neg, p; is predicted probability)
ecip: PPO clipping parameter

c1,c2: Value function and entropy coefficients

Jmaz: Maximum gradient norm for clipping

Lactor, LPpo: PPO clipped policy loss with entropy bonus

Leritic, Lval: Value function MSE loss with clipping

Liocal, Ldet: Focal loss for detection (yfocar = 2.0, v = 0.25)

Lpred: Auxiliary prediction loss (MSE between §; and s;)

Lyetect: Combined detection loss (Local + 0.1 - Lpred)

Liotar: Total combined loss for gradient update

H[mg]: Entropy of policy distribution

detach(-): Gradient stopping operation (prevents backpropagation)

Note on Gradient Flow: The detection head receives detached LSTM features (detach(®y.7)),
preventing detection gradients from backpropagating through the backbone. This allows: (1) the
LSTM backbone to learn RL objectives without interference from detection gradients, and (2)
the detection head (g4, dg) to train on the same feature representations while learning its own
parameters independently.

A.2

Algorithm 1: Recurrent PPO with Predictive Detection

Implementation Notes:
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Algorithm 1 Recurrent PPO with Predictive Detection (LSTM + TBPTT)

ReqUire: 5a dh7 Tseq7 (GFGSMvpattack)7 (Eclipaclac%/yv)\GAE)a )\du «, Bu K
Ensure: Trained LSTM policy my with predictive detection head

1: Initialize fy, mg, Vo, g¢, dg

2: for iteration ¢ =1,2,... do

3: Optg < 0; D« 0; 59 ~E, hg < 0

4: for t = 0 to Nyteps do

5: Sraw < St, Yt < 0

6: if rand() < pattack then

7 g Ve .. (=Vo(Sraw))/(y/Var[s] + €) > Gradient in raw space
8: Sraw ¢ Sraw + €EFGSM - Slgn(g)a Yt < 1

9: end if

10: Snorm < norm(sraw); ((I)t7 ht) — f@(snorm7 ht71)§ At ™~ TG4 ((bt)a Vg < Vv@(q%)
11: Execute a¢, observe sgy1, 1, done;

12: Store (Sporm, G, Tt Vg, Yt, done;) in D

13: if donet then St41 g, ht+1 ~—0

14: end if

15: end for o R R
16: Compute GAE: A, Ry; Normalize: A; < (A; — pa)/(ca +€)
17: for epoch k=1,..., K do

18: for each batch Sy, of size B, length T, do

19: (®1.7, hr) < fo(s1.1,0) > TBPTT: fresh hidden state per sequence
20: Lactor = —E[min(rtflt, clip(ry, 1 £ Cclip)At)]_CQH[ﬂ'a]

21: Leritic = c1E[max((Vy — Rt)Q, (Vetip — Rt)Q)]

22: 5 < go(detach(P®;_1)); res; — sp — > Detached features
23: Liocal = E¢[ay (1 — py)Vfecet - BCE(dg(rest), ye)] > o = 0.25, Yrocar = 2.0
24: Lopred = 0.1-E¢[||3: — s¢]|?] > Auxiliary prediction loss
25: Lactect = Ltocal + £pred

26: Liotal = Lactor + Leritic + AdLdetect

27: Update: (0, ¢) < (0, ¢) — - clip(VLiotals Gmaz)

28: end for

29: end for

30: Step LR scheduler
31: end for

32: return my, fo, g4, dg
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. FGSM Attack Placement: Attacks are applied in raw observation space before normaliza-
tion (lines 7-8) to preserve the attack signal. The gradient is computed w.r.t. normalized
observations, then scaled back to raw space by dividing by +/Var([s].

. Feature Detachment: Features are detached before passing to the detection head (line 22),
preventing detection gradients from interfering with the LSTM backbone’s RL learning
while allowing the detection head (g4, dy) to train independently.

. Focal Loss: Detection uses focal loss with vfoeqr = 2.0, o = 0.25 (line 23) to address class
imbalance between clean and attacked observations.

. Auziliary Prediction: The prediction loss (line 24) with weight 0.1 trains the predictor gy
to anticipate observations, enabling detection via prediction residuals.

. TBPTT: Each sequence batch starts with fresh hidden state 0 (line 13), enabling parallel
sequence processing during training.
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B Without LSTM Ablation Results

This appendix details the complete experimental results from the LSTM ablation study. To
account for the variable nature of DRL and to document the experiment, we present the raw
performance data for each of the five independent training runs. Table [3|lists the specific Average
Reward and Detection Accuracy values for both the LSTM and Feedforward (FF) architectures
across all runs, serving as the basis for the statistical means reported in the analysis. The used
hyperparameters are from the benchmark trial with 256 hidden dimensions and FGSM attacks

applied with epsilon magnitude of 0.15 at a 30% probability.

Table 3: Complete Training Run Data: LSTM vs Feedforward (FF)

Setting Runl Run2 Run3 Run4 Runb
LSTM (Reward) 3990.09 3737.74 3258.37 2129.63 3457.83
LSTM (Det. Acc.) 99.16% 98.61% 98.57% 98.10%  98.60%
FF (Reward) 4293.51 4075.16 2831.29 4270.34 3128.49
FF (Det. Acc.) 92.61% 90.59% 94.32% 92.79%  91.65%
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